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NEW QUESTION 1
In Amazon EC2, which of the following is the type of monitoring data for Amazon EBS volumes that is available automatically in 5-minute periods at no charge?

A. Primary
B. Basic
C. Initial
D. Detailed

Answer: B

Explanation: 
Basic is the type of monitoring data (for Amazon EBS volumes) which is available automatically in 5-minute periods at no charge called.
Reference:
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html

NEW QUESTION 2
In DynamoDB, to get a detailed listing of secondary indexes on a table, you can use the action.

A. DescribeTabIe
B. BatchGetItem
C. Getltem
D. TabIeName

Answer: A

Explanation: 
In DynamoDB, DescribeTab|e returns information about the table, including the current status ofthe table, when it was created, the primary key schema, and any
indexes on the table.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Secondarylndexes.htmI

NEW QUESTION 3
A user has launched an EC2 instance. However, due to some reason the instance was terminated. If the user wants to find out the reason for termination, where
can he find the details?

A. The user can get information from the AWS console, by checking the Instance description under the State transition reason label
B. The user can get information from the AWS console, by checking the Instance description under the Instance Termination reason label
C. The user can get information from the AWS console, by checking the Instance description under the Instance Status Change reason label
D. It is not possible to find the details after the instance is terminated

Answer: A

Explanation: 
An EC2 instance, once terminated, may be available in the AWS console for a while after termination. The user can find the details about the termination from the
description tab under the label State transition reason. If the instance is still running, there will be no reason listed. If the user has explicitly stopped or terminated
the instance, the reason will be "User initiated shutdown".
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_|nstanceStraightToTerminated.html

NEW QUESTION 4
A user has created a MySQL RDS instance with PIOPS. Which of the below mentioned statements will help user understand the advantage of PIOPS?

A. The user can achieve additional dedicated capacity for the EBS I/O with an enhanced RDS option
B. It uses optimized EBS volumes and optimized configuration stacks
C. It provides a dedicated network bandwidth between EBS and RDS
D. It uses a standard EBS volume with optimized configuration the stacks

Answer: B

Explanation: 
RDS DB instance storage comes in two types: standard and provisioned IOPS. Standard storage is allocated on the Amazon EBS volumes and connected to the
user’s DB instance. Provisioned IOPS uses optimized EBS volumes and an optimized configuration stack. It provides additional, dedicated capacity for the EBS
I/O.
Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

NEW QUESTION 5
A user is accessing an EC2 instance on the SSH port for IP 10.20.30.40. Which one is a secure way to
configure that the instance can be accessed only from this IP?

A. In the security group, open port 22 for IP 1020.30.40/0
B. In the security group, open port 22 for IP 10.20.30.40/32
C. In the security group, open port 22 for IP 10.20.30.40/24
D. In the security group, open port 22 for IP 10.20.30.40

Answer: B

Explanation: 
In AWS EC2, while configuring a security group, the user needs to specify the IP address in CIDR notation. The CIDR IP range 10.20.30.40/32 says it is for a
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single IP 10.20.30.40. If the user specifies the IP as 10.20.30.40 only, the security group will not accept and ask it in a CIRD format.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html

NEW QUESTION 6
What happens if your application performs more reads or writes than your provisioned capacity?

A. Nothing
B. requests above your provisioned capacity will be performed but you will receive 400 error codes.
C. requests above your provisioned capacity will be performed but you will receive 200 error codes.
D. requests above your provisioned capacity will be throttled and you will receive 400 error code

Answer: D

Explanation: 
Speaking about DynamoDB, if your application performs more reads/second or writes/second than your tabIe’s provisioned throughput capacity allows, requests
above your provisioned capacity will be throttled and you will receive 400 error codes.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ProvisionedThroughputlntro.htmI

NEW QUESTION 7
How many types of block devices does Amazon EC2 support?

A. 5
B. 1
C. 2
D. 4

Answer: C

Explanation: 
Amazon EC2 supports 2 types of block devices. Reference:
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html

NEW QUESTION 8
In regard to DynamoDB, can I delete local secondary indexes?

A. Yes, if it is a primary hash key index
B. No
C. Yes, if it is a local secondary indexes
D. Yes, if it is a Global secondary indexes

Answer: B

Explanation: 
In DynamoDB, an index cannot be modified once it is created. Reference: http://aws.amazon.com/dynamodb/faqs/#security_anchor

NEW QUESTION 9
Regarding Amazon SWF, the coordination logic in a workflow is contained in a software program called a

A. Handler
B. Decider
C. Cordinator
D. Worker

Answer: B

Explanation: 
In Amazon SWF, the coordination logic in a workflow is contained in a software program called a decider. The decider schedules actMty tasks, provides input data
to the actMty workers, processes events that arrive while the workflow is in progress, and ultimately ends (or closes) the workflow when the objective has been
completed.
Reference: http://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dg-intro-to-swf.html

NEW QUESTION 10
When should a user try to Force Detach an EBS volume?

A. If the volume is stuck in a detaching state
B. If the volume is not accessible from the instance
C. If the volume is not unmounted and the user still wants to detach
D. If the volume is a root volume

Answer: A

Explanation: 
If an EBS volume stays in the detaching state, the user can force the detachment by clicking Force Detach. Forcing the detachment can lead to either data loss or
a corrupted file system. The user should use this option only as a last resort to detach a volume from a failed instance or if he is detaching a volume with the
intention of deleting it.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-detaching-volume.html
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NEW QUESTION 10
A user wants to configure AutoScaIing which scales up when the CPU utilization is above 70% and scales down when the CPU utilization is below 30%. How can
the user configure AutoScaIing for the above mentioned condition?

A. Use AutoScaIing with a schedule
B. Configure ELB to notify AutoScaIing on load increase or decrease
C. Use dynamic AutoScaIing with a policy
D. Use AutoScaIing by manually modifying the desired capacity during a condition

Answer: C

Explanation: 
The user can configure the AutoScaIing group to automatically scale up and then scale down based on the specified conditions. To configure this, the user must
setup policies which will get triggered by the C|oudWatch alarms.
Reference:
http://docs.aws.amazon.com/AutoScaling/latest/DeveIoperGuide/as-scaIe-based-on-demand.html

NEW QUESTION 14
In DynamoDB, the default table size is:

A. 5 GB
B. 1 GB
C. 10 GB
D. There is no table size

Answer: D

Explanation: 
DynamoDB has seamless scalability with no table size limits and unlimited storage, so you shouIdn't be worried about managing storage on the host or to
provisioning more drive, as your data requirement changes.
Reference: http://aws.amazon.com/dynamodb/

NEW QUESTION 16
A user is launching an AWS RDS instance with MySQL. The user wants to enable the Nlulti AZ feature. Which of the below mentioned parameters will not be
allowed to configure by RDS?

A. Availability Zone
B. Region
C. DB subnet group
D. Database port

Answer: A

Explanation: 
If the user is launching RDS with Multi AZ the user cannot provision the Availability Zone. RDS is launched automatically instead
Reference: https://console.aws.amazon.com/rds/

NEW QUESTION 21
You want to have multiple versions of your application running at the same time, with all versions launched via AWS Elastic Beanstalk. Is this possible?

A. N
B. However if you have 2 AWS accounts this can be done
C. N
D. AWS Elastic Beanstalk is not designed to support multiple running environments
E. Ye
F. AWS Elastic Beanstalk is designed to support a number of multiple running environments
G. Ye
H. However AWS Elastic Beanstalk is designed to support only 2 multiple running environments

Answer: C

Explanation: 
AWS Elastic Beanstalk is designed to support multiple running environments. As an example you could have one for integration testing, one for pre-production,
and one for production, with each environment independently configured and running on its own separate AWS resources.
Reference: https://aws.amazon.com/elasticbeansta|k/faqs/

NEW QUESTION 24
When using Amazon SQS how much data can you store in a message?

A. 8 KB
B. 2 KB
C. 16 KB
D. 4 KB

Answer: A

Explanation: 
With Amazon SQS version 2008-01-01, the maximum message size for both SOAP and Query requests is 8KB.
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If you need to send messages to the queue that are larger than 8 KB, AWS recommends that you split the information into separate messages. Alternatively, you
could use Amazon S3 or Amazon Simp|eDB to hold the information and include the pointer to that information in the Amazon SQS message.
If you send a message that is larger than 8KB to the queue, you will receive a MessageTooLong error with HTTP code 400.
Reference: https://aws.amazon.com/items/1343?externaI|D=1343

NEW QUESTION 25
Which of the below mentioned options is not a best practice to securely manage the AWS access credentials?

A. Enable MFA for prMleged users
B. Create indMdual IAM users
C. Keep rotating your secure access credentials at regular intervals
D. Create strong access key and secret access key and attach to the root account

Answer: D

Explanation: 
It is a recommended approach to avoid using the access and secret access keys of the root account.
Thus, do not download or delete it. Instead make the IAM user as powerful as the root account and use its credentials. The user cannot generate their own access
and secret access keys as they are always generated by AWS.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html

NEW QUESTION 29
An orgAMzation is setting up their website on AWS. The orgAMzation is working on various security measures to be performed on the AWS EC2 instances. Which
of the below mentioned security mechAMsms will not help the orgAMzation to avoid future data leaks and identify security weaknesses?

A. Perform SQL injection for application testing.
B. Run penetration testing on AWS with prior approval from Amazon.
C. Perform a hardening test on the AWS instance.
D. Perform a Code Check for any memory leak

Answer: D

Explanation: 
AWS security follows the shared security model where the user is as much responsible as Amazon. Since Amazon is a public cloud it is bound to be targeted by
hackers. If an orgAMzation is planning to host their application on AWS EC2, they should perform the below mentioned security checks as a measure to find any
security weakness/data leaks:
Perform penetration testing as performed by attackers to find any vulnerability. The orgAMzation must take an approval from AWS before performing penetration
testing
Perform hardening testing to find if there are any unnecessary ports open Perform SQL injection to find any DB security issues
The code memory checks are generally useful when the orgAMzation wants to improve the application performance.
Reference: http://aws.amazon.com/security/penetration-testing/

NEW QUESTION 31
Which of the below mentioned commands allows the user to share the AMI with his peers using the AWS EC2 CLI?

A. ec2-share-image-public
B. ec2-share-image-account
C. ec2-share-image
D. ec2-modify-image-attribute

Answer: D

Explanation: 
A user can share an AMI with another user / peer using the command: ec2-modify-image-attribute
<AMI-ID> -| -a <AWS Account |D>
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-expIicit.htmI

NEW QUESTION 32
ExamKiIIer (with AWS account ID H1122223333) has created 50 IAM users for its orgAMzation’s employees. ExamKiI|er wants to make the AWS console login
URL for all IAM users like: https://examki||er.signin.aws.amazon.com/consoIe/. How can this be configured?

A. The user needs to use Route 53 to map the examkiller domain and IAM URL
B. Create an IAM AWS account alias with the name examkiller
C. It is not possible to have a personalized IAM login URL
D. Create an IAM hosted zone Identity for the domain examkiller

Answer: B

Explanation: 
If a user wants the URL of the AWS IAM sign-in page to have a company name instead of the AWS account ID, he can create an alias for his AWS account ID.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 35
A user has created a new EBS volume from an existing snapshot. The user mounts the volume on the instance to which it is attached. Which of the below
mentioned options is a required step before the user can mount the volume?

A. Run a cyclic check on the device for data consistency
B. Create the file system of the volume
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C. Resize the volume as per the original snapshot size
D. No step is require
E. The user can directly mount the device

Answer: D

Explanation: 
When a user is trying to mount a blank EBS volume, it is required that the user first creates a file system within the volume. If the volume is created from an
existing snapshot then the user needs not to create a file system on the volume as it will wipe out the existing data.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-using-volumes.htmI

NEW QUESTION 39
A user has set an IAM policy where it allows all requests if a request from IP 10.10.10.1/32. Another policy allows all the requests between 5 PM to 7 PM. What will
happen when a user is requesting access from IP 10.10.10.1/32 at 6 PM?

A. IAM will throw an error for policy conflict
B. It is not possible to set a policy based on the time or IP
C. It will deny access
D. It will allow access

Answer: D

Explanation: 
With regard to IAM, when a request is made, the AWS service decides whether a given request should be allowed or denied. The evaluation logic follows these
rules:
By default, all requests are denied. (In general, requests made using the account credentials for resources in the account are always allowed.)
An explicit allow policy overrides this default. An explicit deny policy overrides any allows. Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPoIicyLanguage_EvaIuationLogic.htmI

NEW QUESTION 41
A user has setup Multi AZ with the MS SQL RDS instance. Which of the below mentioned functionalities can be achieved by the user?

A. High availability
B. Scalability
C. MS SQL does not support Multi AZ
D. Disaster recovery

Answer: C

Explanation: 
The Multi AZ feature allows the user to achieve High Availability. MS SQL does not support Multi AZ. Reference: https://aws.amazon.com/rds/faqs/#36

NEW QUESTION 43
In relation to Amazon Simple Workflow Service (Amazon SWF),what is an "ActMty Worker"?

A. An indMdual task undertaken by a workflow
B. The automation of a business process
C. A piece of software that implements tasks
D. All answers listed are correct

Answer: C

Explanation: 
In relation to Amazon Simple Workflow Service (Amazon SWF), an actMty worker is a program that receives actMty tasks, performs them, and provides results
back. Which translates to a piece of software that implements tasks.
Reference: http://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dg-develop-actMty.html

NEW QUESTION 44
In regards to Amazon SQS how can you secure the messages in your queues?

A. You can't
B. Amazon SQS uses either your Access Key ID or an X.509 certificate to authenticate your identity
C. Through your IAM access keys
D. Don't use root access

Answer: B

Explanation: 
Authentication mechAMsms are provided to ensure that messages stored in Amazon SQS queues are secured against unauthorized access. Only the AWS
account owners can access the queues they create. Amazon SQS uses proven cryptographic methods to authenticate your identity, either through the use of your
Access Key ID and request signature, or through the use of an X.509 certificate.
Reference: https://aws.amazon.com/sqs/faqs/

NEW QUESTION 47
A user is trying to create a policy for an IAM user from the AWS console. Which of the below mentioned options is not available to the user while configuring
policy?
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A. Use policy generator to create policy
B. Use custom policy to create policy
C. Use policy simulator to create policy
D. Assign No permission

Answer: C

Explanation: 
When a user is trying to create a policy from the AWS console, it will have options such as create policy from templates or use a policy generator. The user can
also define a custom policy or chose the option to have no permission. The policy simulator is not available in the console.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html

NEW QUESTION 49
AWS Elastic Beanstalk will change the health status of a web server environment tier to gray color when:

A. AWS Elastic Beanstalk detects other problems with the environment that are known to make the application unavailable
B. Your application hasn't responded to the application health check URL within the last one hour.
C. Your application hasn't responded to the application health check URL within the last five minutes.
D. Your appIication's health status is unknown because status is reported when the application is not in the ready state.

Answer: D

Explanation: 
AWS Elastic Beanstalk will change the health status of a web server environment tier to gray color when your appIication's health status is unknown (because
status is reported when the application is not in the ready state).
Reference: http://docs.aws.amazon.com/elasticbeanstaIk/latest/dg/using-features.heaIthstatus.htmI

NEW QUESTION 51
What is the maximum number of tags that a user can assign to an EC2 instance?

A. 50
B. 10
C. 5
D. 25

Answer: B

Explanation: 
To help manage EC2 instances as well as their usage in a better way, the user can tag the instances. The tags are metadata assigned by the user which consists
of a key and a value. One resource can have a maximum of 10 tags.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

NEW QUESTION 55
An orgAMzation is hosting an application as part of the free usage tier. The orgAMzation wants to create IAM users for each of its 150 employees and they may
access AWS as part of free usage tier. What will you advise the orgAMzation?

A. The IAM is not available as a part of the free usage tier
B. Create IAM roles and give access based on role since it will not cost the user
C. Do not create more than 100 users as it will cost the orgAMzation.
D. Create IAM users for each employee as it does not cost

Answer: D

Explanation: 
IAM is a free service. You can create as many IAM users or groups as desired free of cost. Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.htm|

NEW QUESTION 57
Does Amazon DynamoDB support both increment and decrement atomic operations?

A. No, neither increment nor decrement operations.
B. Only increment, since decrement are inherently impossible with DynamoDB's data model.
C. Only decrement, since increment are inherently impossible with DynamoDB's data model.
D. Yes, both increment and decrement operation

Answer: D

Explanation: 
Amazon DynamoDB supports increment and decrement atomic operations.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/APISummary.html

NEW QUESTION 62
A user is trying to configure access with S3. Which of the following options is not possible to provide access to the S3 bucket / object?

A. Define the policy for the IAM user
B. Define the ACL for the object
C. Define the policy for the object
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D. Define the policy for the bucket

Answer: C

Explanation: 
Amazon S3 offers access policy options broadly categorized as resource-based policies and user policies.
Access policies, such as ACL and resource policy can be attached to the bucket. With the object the user can only have ACL and not an object policy. The user
can also attach access policies to the IAM users in the account. These are called user policies.
Reference: http://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html

NEW QUESTION 65
An orgAMzation has enabled a strict password policy for its IAM users. The orgAMzation is taking help from the IAM console to set the password policy. Which of
the below mentioned rules cannot be specified by the user as a part of the policy?

A. Allow at least one lower case letter
B. Allow at least one number
C. Allow at least one non-alphanumeric character
D. Do not allow the user to use the password from the last three passwords

Answer: D

Explanation: 
AWS IAM allows an orgAMzation to create multiple users and provide them access to various AWS services. By default when the user is created, he does not
have password enabled and can not login to AWS console. If the orgAMzation wants to allow the users to login to AWS console, they can enable password for
each user. It is required that IAM users follow certain guidelines to set their IAM login password. For this IAM provides root account owner to setup passwrod
policy. The password policy also lets the specify whether all IAM users can change their own passwords. As part of policy, orgAMzation can specify that
passwords for IAM users must be of a certain minimum length, must include certain characters, and a few more criteria such as below.
One upper/ lower or both letters One alpha numeric
One number
Reference: http://docs.aws.amazon.com/|AM/Iatest/UserGuide/Using_ManagingPasswordPoIicies.htm|

NEW QUESTION 66
A user is configuring the HTTPS protocol on a front end ELB and the SSL protocol for the back-end listener in ELB. What will ELB do?

A. It will allow you to create the configuration, but the instance will not pass the health check
B. Receives requests on HTTPS and sends it to the back end instance on SSL
C. It will not allow you to create this configuration
D. It will allow you to create the configuration, but ELB will not work as expected

Answer: C

Explanation: 
If a user is configuring HTTPS on the front end and TCP on the back end, ELB will not allow saving these listeners and will respond with the message.
"Load Balancer protocol is an application layer protocol, but instance protocol is not. Both the Load Balancer protocol and the instance protocol should be at the
same layer. Please fix."
Reference:
http://docs.aws.amazon.com/EIasticLoadBaIancing/latest/DeveIoperGuide/elb-troubleshooting.htmI

NEW QUESTION 70
ExamKiIIer (with AWS account ID 111122223333) has created 50 IAM users for its orgAMzation’s employees. What will be the AWS console URL for these
associates?

A. https:// 111122223333.signin.aws.amazon.com/conso|e/
B. https:// signin.aws.amazon.com/consoIe/
C. https://signin.aws.amazon.com/111122223333/conso|e/
D. https://signin.aws.amazon.com/console/111122223333/

Answer: A

Explanation: 
When an orgAMzation is using AWS IAM for creating various users and manage their access rights, the IAM user cannot use the login URL
http://aws.amazon.com/console to access AWS management console. The console login URL for the IAM user will have AWS account ID of that orgAMzation to
identify the IAM user belongs to particular account. The AWS console login URL for the IAM user will be https://
<AWS_Account_|D>.signin.aws.amazon.com/consoIe/. In this case it will be https:// 111122223333.signin.aws.amazon.com/consoIe/
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 75
The user has configured AutoScaIing based on the dynamic policy. Which of the following is not the right command to specify a change in capacity as a part of the
policy?

A. "adjustment=-50" (type is PercentChangeInCapacity)
B. "adjustment=3" (type is ExactCapacity)
C. "adjustment=-1" (type is ChangeInCapacity)
D. "adjustment=-8" (type is ExactCapacity)

Answer: D

Explanation: 
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The user can configure the AutoScaIing group to automatically scale up and then scale down based on the various specified CIoudWatch monitoring conditions.
The user needs to provide the adjustment value and the adjustment type. A positive adjustment value increases the current capacity and a negative adjustment
value decreases the current capacity. The user can express the change to the current size as an absolute number, an increment or as a percentage of the current
group size.
In this option specifying the exact capacity with the adjustment value = -8 will not work as when type is exact capacity the adjustment value cannot be negative.
Reference:
http://docs.aws.amazon.com/AutoScaling/latest/DeveIoperGuide/as-scaIe-based-on-demand.html

NEW QUESTION 78
A user is planning to use the AWS RDS with MySQL. Which of the below mentioned services the user is not going to pay?

A. Data transfer
B. RDS Cloudwatch metrics
C. Data storage
D. I/O requests per month

Answer: B

Explanation: 
RDS charges the user on a pay as you go basis. It charges the user based on the instance type, number of hours that the instance is running, data transfer,
storage cost as well for the I/O requests. The monitoring is free of cost.
Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

NEW QUESTION 82
True or False: AWS CIoudFormation allows you to create Microsoft Windows stacks.

A. False, AWS CIoudFormation does not support Microsoft Windows.
B. False, Amazon doesn’t support Microsoft Windows.
C. False, you cannot create Windows stacks.
D. True

Answer: D

Explanation: 
AWS CIoudFormation allows you to create Microsoft Windows stacks based on Amazon EC2 Windows Amazon Machine Images (AMIs) and provides you with the
ability to install software, to use remote desktop to access your stack, and to update and configure your stack.
Reference: http://docs.aws.amazon.com/AWSCIoudFormation/latest/UserGuide/cfn-windows-stacks.html

NEW QUESTION 86
Which of the following solutions is not supported by DynamoDB:

A. Hash secondary index
B. Local secondary index
C. Hash Primary Key
D. Global secondary index

Answer: A

Explanation: 
In DynamoDB, a secondary index is a data structure that contains a subset of attributes from a table, along with an alternate key to support Query operations.
DynamoDB supports the following two types of secondary indexes:
Local secondary index is an index that has the same hash key as the table, but a different range key. A local secondary index is "IocaI" in the sense that every
partition of a local secondary index is scoped to a table partition that has the same hash key.
Global secondary index is an index with a hash and range key that can be different from those on the table. A global secondary index is considered "gIobaI"
because queries on the index can span all of the data in a table, across all partitions.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DataModeI.html

NEW QUESTION 90
An ELB is diverting traffic across 5 instances. One of the instances was unhealthy only for 20 minutes. What will happen after 20 minutes when the instance
becomes healthy?

A. ELB will never divert traffic back to the same instance
B. ELB will not automatically send traffic to the same instanc
C. However, the user can configure to start sending traffic to the same instance
D. ELB starts sending traffic to the instance once it is healthy
E. ELB terminates the instance once it is unhealth
F. Thus, the instance cannot be healthy after 10 minutes

Answer: C

Explanation: 
AWS Elastic Load Balancing continuously checks the health of an instance. If one of the instances is unhealthy it stops sending traffic to it and automatically
reroutes the traffic to the remaining running EC2 instances. If the failed EC2 instance is restored, Elastic Load Balancing will again start sending traffic to that
instance.
Reference: http://docs.aws.amazon.com/E|asticLoadBaIancing/latest/DeveIoperGuide/Svclntro.htm|

NEW QUESTION 95
Which OS does the current version of AWS Elastic Beanstalk use?
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A. Amazon Linux AMI, Windows Server 2003 R2 AMI or the Windows Server 2008 R2 AMI
B. Amazon Linux AMI only
C. Amazon Linux AMI or the Windows Server 2008 R2 AMI
D. Windows Sewer 2008 R2 AMI only

Answer: C

Explanation: 
The current version of AWS Elastic Beanstalk uses the Amazon Linux AMI or the Windows Server 2008 R2 AMI.
Reference: https://aws.amazon.com/elasticbeansta|k/faqs/

NEW QUESTION 97
Which of the following device names is reserved for the root device for Linux instances of Amazon EC2?

A. /dev/sda1
B. /dev/sd[b-e]
C. xvd[a-e]
D. /dev/sd[f-p][1 -6]

Answer: A

Explanation: 
/dev/sda1 is the name of the device reserved for the root device for Linux instances. Reference:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/device_naming.htmI

NEW QUESTION 101
ExamKiIIer has three AWS accounts. They have created separate IAM users within each account. ExamKiIIer wants a single IAM console URL such as
https://examkiIIer.signin.aws.amazon.com/consoIe/ for all account users. How can this be achieved?

A. Merge all the accounts with consolidated billing
B. Create the same account alias with each account ID
C. It is not possible to have the same IAM account login URL for separate AWS accounts
D. Create the S3 bucket with an alias name and use the redirect rule to forward requests to various accounts

Answer: C

Explanation: 
If a user wants the URL of the AWS IAM sign-in page to have a company name instead of the AWS account ID, he can create an alias for his AWS account ID.
The alias should be unique.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 102
An orgAMzation has created 10 IAM users. The orgAMzation wants those users to work independently and access AWS. Which of the below mentioned options is
not a possible solution?

A. Create the access key and secret access key for each user and provide access to AWS using the console
B. Create the X.509 certificate for each user and provide them access to AWS CLI
C. Enable MFA for each IAM user and assign them the virtual MFA device to access the console
D. Provide each user with the IAM login and password for the AWS console

Answer: A

Explanation: 
If an orgAMzation has created the IAM users, the users can access AWS services either with an IAM specific login/password or console. The orgAMzation can
generate the IAM X.509 certificates to access AWS with CLI. The orgAMzation can also enable MFA for each IAM user, which allows an added security for each
IAM user. If the orgAMzation has created the access key and secret key than the user cannot access the console using those keys. Access key and secret access
key are useful for CLI or
Webservices.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.htm|

NEW QUESTION 104
A bucket owner has allowed another account’s IAM users to upload or access objects in his bucket. The IAM user of Account A is trying to access an object
created by the IAM user of account B. What will happen in this scenario?

A. The bucket policy may not be created as S3 will give error due to conflict of Access Rights
B. It is not possible to give permission to multiple IAM users
C. AWS S3 will verify proper rights given by the owner of Account A, the bucket owner as well as by the IAM user B to the object
D. It is not possible that the IAM user of one account accesses objects of the other IAM user

Answer: C

Explanation: 
If a IAM user is trying to perform some action on an object belonging to another AWS user’s bucket, S3 will verify whether the owner of the IAM user has given
sufficient permission to him. It also verifies the policy for the bucket as well as the policy defined by the object owner.
Reference:
http://docs.aws.amazon.com/AmazonS3/Iatest/dev/access-control-auth-workflow-object-operation.htmI

Your Partner of IT Exam visit - https://www.exambible.com 



We recommend you to try the PREMIUM AWS-Certified-Developer-Associate Dumps From Exambible
https://www.exambible.com/AWS-Certified-Developer-Associate-exam/ (255 Q&As)

NEW QUESTION 106
Which statements about DynamoDB are true? Choose 2 answers

A. DynamoDB uses a pessimistic locking model
B. DynamoDB uses optimistic concurrency control
C. DynamoDB uses conditional writes for consistency
D. DynamoDB restricts item access during reads
E. DynamoDB restricts item access during writes

Answer: BC

NEW QUESTION 107
You have an environment that consists of a public subnet using Amazon VPC and 3 instances that are running in this subnet. These three instances can
successfully communicate with other hosts on the Internet. You launch a fourth instance in the same subnet, using the same AMI and security group configuration
you used for the others, but find that this instance cannot be accessed from the Internet. What should you do to enable internet access?

A. Deploy a NAT instance into the public subnet.
B. Modify the routing table for the public subnet
C. Configure a publically routable IP Address In the host OS of the fourth instance.
D. Assign an Elastic IP address to the fourth instanc

Answer: D

NEW QUESTION 108
What is one key difference between an Amazon EBS-backed and an instance-store backed instance?

A. Virtual Private Cloud requires EBS backed instances
B. Amazon EBS-backed instances can be stopped and restarted
C. Auto scaling requires using Amazon EBS-backed instances.
D. Instance-store backed instances can be stopped and restarte

Answer: B

NEW QUESTION 113
Which of the following platforms are supported by Elastic Beanstalk? Choose 2 answers

A. Apache Tomcat
B. .NET
C. IBM Websphere
D. Oracle JBoss
E. Jetty

Answer: AB

NEW QUESTION 114
Which EC2 API call would you use to retrieve a list of Amazon Machine Images (AMIs)?

A. Descnbelnstances
B. DescribeAMIs
C. Describelmages
D. GetAMIs
E. You cannot retrieve a list of AMIs as there are over 10,000 AMIs

Answer: E

NEW QUESTION 118
When using a large Scan operation in DynamoDB, what technique can be used to minimize the impact of a scan on a tabIe's provisioned throughput?

A. Set a smaller page size for the scan
B. Use parallel scans
C. Define a range index on the table
D. Prewarm the table by updating all items

Answer: C

NEW QUESTION 119
Which of the following items are required to allow an application deployed on an EC2 instance to write data to a DynamoDB table?
Assume that no security Keys are allowed to be stored on the EC2 instance. Choose 2 answers

A. Create an IAM User that allows write access to the DynamoDB table.
B. Add an IAM Role to a running EC2 instance.
C. Add an IAM User to a running EC2 Instance.
D. Launch an EC2 Instance with the IAM Role included in the launch configuration.
E. Create an IAM Role that allows write access to the DynamoDB table.
F. Launch an EC2 Instance with the IAM User included in the launch configuration.

Answer: 
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NEW QUESTION 122
Which of the following services are key/value stores? Choose 3 answers

A. Amazon EIastiCache
B. Simple Notification Service
C. DynamoDB
D. Simple Workflow Service
E. Simple Storage Service

Answer: ABC

NEW QUESTION 124
You are writing to a DynamoDB table and receive the following exception:" ProvisionedThroughputExceededException". though according to your Cloudwatch
metrics for the table, you are not exceeding your provisioned throughput.
What could be an explanation for this?

A. You haven't provisioned enough DynamoDB storage instances
B. You're exceeding your capacity on a particular Range Key
C. You're exceeding your capacity on a particular Hash Key
D. You're exceeding your capacity on a particular Sort Key
E. You haven't configured DynamoDB Auto Scaling triggers

Answer: C

NEW QUESTION 129
If an application is storing hourly log files from thousands of instances from a high traffic web site, which naming scheme would give optimal performance on S3?

A. Sequential
B. instancelD_Iog-HH-DD-NIM-YYYY
C. instancelD_Iog-YYYY-NIM-DD-HH
D. HH-DD-NINI-YYYY-Iog_instanceID
E. YYYY-MM-DD-HH-|og_instance|D

Answer: E

NEW QUESTION 131
You run an ad-supported photo sharing website using S3 to serve photos to visitors of your site. At some point you find out that other sites have been linking to the
photos on your site, causing loss to your business.
What is an effective method to mitigate this?

A. Store photos on an EBS volume ofthe web server
B. Remove public read access and use signed URLs with expiry dates.
C. Use C|oudFront distributions for static content.
D. Block the IPs of the offending websites in Security Group

Answer: B

NEW QUESTION 133
Which of the following is chosen as the default region when making an API call with an AWS SDK?

A. ap-northeast-1
B. us-west-2
C. us-east-1
D. eu-west-1
E. us-central-1

Answer: C

NEW QUESTION 134
What happens, by default, when one of the resources in a CIoudFormation stack cannot be created?

A. Previously-created resources are kept but the stack creation terminates.
B. Previously-created resources are deleted and the stack creation terminates.
C. The stack creation continues, and the final results indicate which steps failed.
D. CIoudFormation templates are parsed in advance so stack creation is guaranteed to succee

Answer: B

NEW QUESTION 135
......
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NEW QUESTION 1
In Amazon EC2, which of the following is the type of monitoring data for Amazon EBS volumes that is available automatically in 5-minute periods at no charge?

A. Primary
B. Basic
C. Initial
D. Detailed

Answer: B

Explanation: 
Basic is the type of monitoring data (for Amazon EBS volumes) which is available automatically in 5-minute periods at no charge called.
Reference:
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html

NEW QUESTION 2
In DynamoDB, to get a detailed listing of secondary indexes on a table, you can use the action.

A. DescribeTabIe
B. BatchGetItem
C. Getltem
D. TabIeName

Answer: A

Explanation: 
In DynamoDB, DescribeTab|e returns information about the table, including the current status ofthe table, when it was created, the primary key schema, and any
indexes on the table.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Secondarylndexes.htmI

NEW QUESTION 3
A user has launched an EC2 instance. However, due to some reason the instance was terminated. If the user wants to find out the reason for termination, where
can he find the details?

A. The user can get information from the AWS console, by checking the Instance description under the State transition reason label
B. The user can get information from the AWS console, by checking the Instance description under the Instance Termination reason label
C. The user can get information from the AWS console, by checking the Instance description under the Instance Status Change reason label
D. It is not possible to find the details after the instance is terminated

Answer: A

Explanation: 
An EC2 instance, once terminated, may be available in the AWS console for a while after termination. The user can find the details about the termination from the
description tab under the label State transition reason. If the instance is still running, there will be no reason listed. If the user has explicitly stopped or terminated
the instance, the reason will be "User initiated shutdown".
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_|nstanceStraightToTerminated.html

NEW QUESTION 4
A user has created a MySQL RDS instance with PIOPS. Which of the below mentioned statements will help user understand the advantage of PIOPS?

A. The user can achieve additional dedicated capacity for the EBS I/O with an enhanced RDS option
B. It uses optimized EBS volumes and optimized configuration stacks
C. It provides a dedicated network bandwidth between EBS and RDS
D. It uses a standard EBS volume with optimized configuration the stacks

Answer: B

Explanation: 
RDS DB instance storage comes in two types: standard and provisioned IOPS. Standard storage is allocated on the Amazon EBS volumes and connected to the
user’s DB instance. Provisioned IOPS uses optimized EBS volumes and an optimized configuration stack. It provides additional, dedicated capacity for the EBS
I/O.
Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

NEW QUESTION 5
A user is accessing an EC2 instance on the SSH port for IP 10.20.30.40. Which one is a secure way to
configure that the instance can be accessed only from this IP?

A. In the security group, open port 22 for IP 1020.30.40/0
B. In the security group, open port 22 for IP 10.20.30.40/32
C. In the security group, open port 22 for IP 10.20.30.40/24
D. In the security group, open port 22 for IP 10.20.30.40

Answer: B

Explanation: 
In AWS EC2, while configuring a security group, the user needs to specify the IP address in CIDR notation. The CIDR IP range 10.20.30.40/32 says it is for a
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single IP 10.20.30.40. If the user specifies the IP as 10.20.30.40 only, the security group will not accept and ask it in a CIRD format.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html

NEW QUESTION 6
What happens if your application performs more reads or writes than your provisioned capacity?

A. Nothing
B. requests above your provisioned capacity will be performed but you will receive 400 error codes.
C. requests above your provisioned capacity will be performed but you will receive 200 error codes.
D. requests above your provisioned capacity will be throttled and you will receive 400 error code

Answer: D

Explanation: 
Speaking about DynamoDB, if your application performs more reads/second or writes/second than your tabIe’s provisioned throughput capacity allows, requests
above your provisioned capacity will be throttled and you will receive 400 error codes.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/ProvisionedThroughputlntro.htmI

NEW QUESTION 7
How many types of block devices does Amazon EC2 support?

A. 5
B. 1
C. 2
D. 4

Answer: C

Explanation: 
Amazon EC2 supports 2 types of block devices. Reference:
http://docs.amazonwebservices.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html

NEW QUESTION 8
In regard to DynamoDB, can I delete local secondary indexes?

A. Yes, if it is a primary hash key index
B. No
C. Yes, if it is a local secondary indexes
D. Yes, if it is a Global secondary indexes

Answer: B

Explanation: 
In DynamoDB, an index cannot be modified once it is created. Reference: http://aws.amazon.com/dynamodb/faqs/#security_anchor

NEW QUESTION 9
Regarding Amazon SWF, the coordination logic in a workflow is contained in a software program called a

A. Handler
B. Decider
C. Cordinator
D. Worker

Answer: B

Explanation: 
In Amazon SWF, the coordination logic in a workflow is contained in a software program called a decider. The decider schedules actMty tasks, provides input data
to the actMty workers, processes events that arrive while the workflow is in progress, and ultimately ends (or closes) the workflow when the objective has been
completed.
Reference: http://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dg-intro-to-swf.html

NEW QUESTION 10
When should a user try to Force Detach an EBS volume?

A. If the volume is stuck in a detaching state
B. If the volume is not accessible from the instance
C. If the volume is not unmounted and the user still wants to detach
D. If the volume is a root volume

Answer: A

Explanation: 
If an EBS volume stays in the detaching state, the user can force the detachment by clicking Force Detach. Forcing the detachment can lead to either data loss or
a corrupted file system. The user should use this option only as a last resort to detach a volume from a failed instance or if he is detaching a volume with the
intention of deleting it.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-detaching-volume.html
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NEW QUESTION 10
A user wants to configure AutoScaIing which scales up when the CPU utilization is above 70% and scales down when the CPU utilization is below 30%. How can
the user configure AutoScaIing for the above mentioned condition?

A. Use AutoScaIing with a schedule
B. Configure ELB to notify AutoScaIing on load increase or decrease
C. Use dynamic AutoScaIing with a policy
D. Use AutoScaIing by manually modifying the desired capacity during a condition

Answer: C

Explanation: 
The user can configure the AutoScaIing group to automatically scale up and then scale down based on the specified conditions. To configure this, the user must
setup policies which will get triggered by the C|oudWatch alarms.
Reference:
http://docs.aws.amazon.com/AutoScaling/latest/DeveIoperGuide/as-scaIe-based-on-demand.html

NEW QUESTION 14
In DynamoDB, the default table size is:

A. 5 GB
B. 1 GB
C. 10 GB
D. There is no table size

Answer: D

Explanation: 
DynamoDB has seamless scalability with no table size limits and unlimited storage, so you shouIdn't be worried about managing storage on the host or to
provisioning more drive, as your data requirement changes.
Reference: http://aws.amazon.com/dynamodb/

NEW QUESTION 16
A user is launching an AWS RDS instance with MySQL. The user wants to enable the Nlulti AZ feature. Which of the below mentioned parameters will not be
allowed to configure by RDS?

A. Availability Zone
B. Region
C. DB subnet group
D. Database port

Answer: A

Explanation: 
If the user is launching RDS with Multi AZ the user cannot provision the Availability Zone. RDS is launched automatically instead
Reference: https://console.aws.amazon.com/rds/

NEW QUESTION 21
You want to have multiple versions of your application running at the same time, with all versions launched via AWS Elastic Beanstalk. Is this possible?

A. N
B. However if you have 2 AWS accounts this can be done
C. N
D. AWS Elastic Beanstalk is not designed to support multiple running environments
E. Ye
F. AWS Elastic Beanstalk is designed to support a number of multiple running environments
G. Ye
H. However AWS Elastic Beanstalk is designed to support only 2 multiple running environments

Answer: C

Explanation: 
AWS Elastic Beanstalk is designed to support multiple running environments. As an example you could have one for integration testing, one for pre-production,
and one for production, with each environment independently configured and running on its own separate AWS resources.
Reference: https://aws.amazon.com/elasticbeansta|k/faqs/

NEW QUESTION 24
When using Amazon SQS how much data can you store in a message?

A. 8 KB
B. 2 KB
C. 16 KB
D. 4 KB

Answer: A

Explanation: 
With Amazon SQS version 2008-01-01, the maximum message size for both SOAP and Query requests is 8KB.
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If you need to send messages to the queue that are larger than 8 KB, AWS recommends that you split the information into separate messages. Alternatively, you
could use Amazon S3 or Amazon Simp|eDB to hold the information and include the pointer to that information in the Amazon SQS message.
If you send a message that is larger than 8KB to the queue, you will receive a MessageTooLong error with HTTP code 400.
Reference: https://aws.amazon.com/items/1343?externaI|D=1343

NEW QUESTION 25
Which of the below mentioned options is not a best practice to securely manage the AWS access credentials?

A. Enable MFA for prMleged users
B. Create indMdual IAM users
C. Keep rotating your secure access credentials at regular intervals
D. Create strong access key and secret access key and attach to the root account

Answer: D

Explanation: 
It is a recommended approach to avoid using the access and secret access keys of the root account.
Thus, do not download or delete it. Instead make the IAM user as powerful as the root account and use its credentials. The user cannot generate their own access
and secret access keys as they are always generated by AWS.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html

NEW QUESTION 29
An orgAMzation is setting up their website on AWS. The orgAMzation is working on various security measures to be performed on the AWS EC2 instances. Which
of the below mentioned security mechAMsms will not help the orgAMzation to avoid future data leaks and identify security weaknesses?

A. Perform SQL injection for application testing.
B. Run penetration testing on AWS with prior approval from Amazon.
C. Perform a hardening test on the AWS instance.
D. Perform a Code Check for any memory leak

Answer: D

Explanation: 
AWS security follows the shared security model where the user is as much responsible as Amazon. Since Amazon is a public cloud it is bound to be targeted by
hackers. If an orgAMzation is planning to host their application on AWS EC2, they should perform the below mentioned security checks as a measure to find any
security weakness/data leaks:
Perform penetration testing as performed by attackers to find any vulnerability. The orgAMzation must take an approval from AWS before performing penetration
testing
Perform hardening testing to find if there are any unnecessary ports open Perform SQL injection to find any DB security issues
The code memory checks are generally useful when the orgAMzation wants to improve the application performance.
Reference: http://aws.amazon.com/security/penetration-testing/

NEW QUESTION 31
Which of the below mentioned commands allows the user to share the AMI with his peers using the AWS EC2 CLI?

A. ec2-share-image-public
B. ec2-share-image-account
C. ec2-share-image
D. ec2-modify-image-attribute

Answer: D

Explanation: 
A user can share an AMI with another user / peer using the command: ec2-modify-image-attribute
<AMI-ID> -| -a <AWS Account |D>
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-expIicit.htmI

NEW QUESTION 32
ExamKiIIer (with AWS account ID H1122223333) has created 50 IAM users for its orgAMzation’s employees. ExamKiI|er wants to make the AWS console login
URL for all IAM users like: https://examki||er.signin.aws.amazon.com/consoIe/. How can this be configured?

A. The user needs to use Route 53 to map the examkiller domain and IAM URL
B. Create an IAM AWS account alias with the name examkiller
C. It is not possible to have a personalized IAM login URL
D. Create an IAM hosted zone Identity for the domain examkiller

Answer: B

Explanation: 
If a user wants the URL of the AWS IAM sign-in page to have a company name instead of the AWS account ID, he can create an alias for his AWS account ID.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 35
A user has created a new EBS volume from an existing snapshot. The user mounts the volume on the instance to which it is attached. Which of the below
mentioned options is a required step before the user can mount the volume?

A. Run a cyclic check on the device for data consistency
B. Create the file system of the volume
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C. Resize the volume as per the original snapshot size
D. No step is require
E. The user can directly mount the device

Answer: D

Explanation: 
When a user is trying to mount a blank EBS volume, it is required that the user first creates a file system within the volume. If the volume is created from an
existing snapshot then the user needs not to create a file system on the volume as it will wipe out the existing data.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-using-volumes.htmI

NEW QUESTION 39
A user has set an IAM policy where it allows all requests if a request from IP 10.10.10.1/32. Another policy allows all the requests between 5 PM to 7 PM. What will
happen when a user is requesting access from IP 10.10.10.1/32 at 6 PM?

A. IAM will throw an error for policy conflict
B. It is not possible to set a policy based on the time or IP
C. It will deny access
D. It will allow access

Answer: D

Explanation: 
With regard to IAM, when a request is made, the AWS service decides whether a given request should be allowed or denied. The evaluation logic follows these
rules:
By default, all requests are denied. (In general, requests made using the account credentials for resources in the account are always allowed.)
An explicit allow policy overrides this default. An explicit deny policy overrides any allows. Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/AccessPoIicyLanguage_EvaIuationLogic.htmI

NEW QUESTION 41
A user has setup Multi AZ with the MS SQL RDS instance. Which of the below mentioned functionalities can be achieved by the user?

A. High availability
B. Scalability
C. MS SQL does not support Multi AZ
D. Disaster recovery

Answer: C

Explanation: 
The Multi AZ feature allows the user to achieve High Availability. MS SQL does not support Multi AZ. Reference: https://aws.amazon.com/rds/faqs/#36

NEW QUESTION 43
In relation to Amazon Simple Workflow Service (Amazon SWF),what is an "ActMty Worker"?

A. An indMdual task undertaken by a workflow
B. The automation of a business process
C. A piece of software that implements tasks
D. All answers listed are correct

Answer: C

Explanation: 
In relation to Amazon Simple Workflow Service (Amazon SWF), an actMty worker is a program that receives actMty tasks, performs them, and provides results
back. Which translates to a piece of software that implements tasks.
Reference: http://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dg-develop-actMty.html

NEW QUESTION 44
In regards to Amazon SQS how can you secure the messages in your queues?

A. You can't
B. Amazon SQS uses either your Access Key ID or an X.509 certificate to authenticate your identity
C. Through your IAM access keys
D. Don't use root access

Answer: B

Explanation: 
Authentication mechAMsms are provided to ensure that messages stored in Amazon SQS queues are secured against unauthorized access. Only the AWS
account owners can access the queues they create. Amazon SQS uses proven cryptographic methods to authenticate your identity, either through the use of your
Access Key ID and request signature, or through the use of an X.509 certificate.
Reference: https://aws.amazon.com/sqs/faqs/

NEW QUESTION 47
A user is trying to create a policy for an IAM user from the AWS console. Which of the below mentioned options is not available to the user while configuring
policy?
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A. Use policy generator to create policy
B. Use custom policy to create policy
C. Use policy simulator to create policy
D. Assign No permission

Answer: C

Explanation: 
When a user is trying to create a policy from the AWS console, it will have options such as create policy from templates or use a policy generator. The user can
also define a custom policy or chose the option to have no permission. The policy simulator is not available in the console.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPractices.html

NEW QUESTION 49
AWS Elastic Beanstalk will change the health status of a web server environment tier to gray color when:

A. AWS Elastic Beanstalk detects other problems with the environment that are known to make the application unavailable
B. Your application hasn't responded to the application health check URL within the last one hour.
C. Your application hasn't responded to the application health check URL within the last five minutes.
D. Your appIication's health status is unknown because status is reported when the application is not in the ready state.

Answer: D

Explanation: 
AWS Elastic Beanstalk will change the health status of a web server environment tier to gray color when your appIication's health status is unknown (because
status is reported when the application is not in the ready state).
Reference: http://docs.aws.amazon.com/elasticbeanstaIk/latest/dg/using-features.heaIthstatus.htmI

NEW QUESTION 51
What is the maximum number of tags that a user can assign to an EC2 instance?

A. 50
B. 10
C. 5
D. 25

Answer: B

Explanation: 
To help manage EC2 instances as well as their usage in a better way, the user can tag the instances. The tags are metadata assigned by the user which consists
of a key and a value. One resource can have a maximum of 10 tags.
Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

NEW QUESTION 55
An orgAMzation is hosting an application as part of the free usage tier. The orgAMzation wants to create IAM users for each of its 150 employees and they may
access AWS as part of free usage tier. What will you advise the orgAMzation?

A. The IAM is not available as a part of the free usage tier
B. Create IAM roles and give access based on role since it will not cost the user
C. Do not create more than 100 users as it will cost the orgAMzation.
D. Create IAM users for each employee as it does not cost

Answer: D

Explanation: 
IAM is a free service. You can create as many IAM users or groups as desired free of cost. Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.htm|

NEW QUESTION 57
Does Amazon DynamoDB support both increment and decrement atomic operations?

A. No, neither increment nor decrement operations.
B. Only increment, since decrement are inherently impossible with DynamoDB's data model.
C. Only decrement, since increment are inherently impossible with DynamoDB's data model.
D. Yes, both increment and decrement operation

Answer: D

Explanation: 
Amazon DynamoDB supports increment and decrement atomic operations.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/APISummary.html

NEW QUESTION 62
A user is trying to configure access with S3. Which of the following options is not possible to provide access to the S3 bucket / object?

A. Define the policy for the IAM user
B. Define the ACL for the object
C. Define the policy for the object
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D. Define the policy for the bucket

Answer: C

Explanation: 
Amazon S3 offers access policy options broadly categorized as resource-based policies and user policies.
Access policies, such as ACL and resource policy can be attached to the bucket. With the object the user can only have ACL and not an object policy. The user
can also attach access policies to the IAM users in the account. These are called user policies.
Reference: http://docs.aws.amazon.com/AmazonS3/latest/dev/s3-access-control.html

NEW QUESTION 65
An orgAMzation has enabled a strict password policy for its IAM users. The orgAMzation is taking help from the IAM console to set the password policy. Which of
the below mentioned rules cannot be specified by the user as a part of the policy?

A. Allow at least one lower case letter
B. Allow at least one number
C. Allow at least one non-alphanumeric character
D. Do not allow the user to use the password from the last three passwords

Answer: D

Explanation: 
AWS IAM allows an orgAMzation to create multiple users and provide them access to various AWS services. By default when the user is created, he does not
have password enabled and can not login to AWS console. If the orgAMzation wants to allow the users to login to AWS console, they can enable password for
each user. It is required that IAM users follow certain guidelines to set their IAM login password. For this IAM provides root account owner to setup passwrod
policy. The password policy also lets the specify whether all IAM users can change their own passwords. As part of policy, orgAMzation can specify that
passwords for IAM users must be of a certain minimum length, must include certain characters, and a few more criteria such as below.
One upper/ lower or both letters One alpha numeric
One number
Reference: http://docs.aws.amazon.com/|AM/Iatest/UserGuide/Using_ManagingPasswordPoIicies.htm|

NEW QUESTION 66
A user is configuring the HTTPS protocol on a front end ELB and the SSL protocol for the back-end listener in ELB. What will ELB do?

A. It will allow you to create the configuration, but the instance will not pass the health check
B. Receives requests on HTTPS and sends it to the back end instance on SSL
C. It will not allow you to create this configuration
D. It will allow you to create the configuration, but ELB will not work as expected

Answer: C

Explanation: 
If a user is configuring HTTPS on the front end and TCP on the back end, ELB will not allow saving these listeners and will respond with the message.
"Load Balancer protocol is an application layer protocol, but instance protocol is not. Both the Load Balancer protocol and the instance protocol should be at the
same layer. Please fix."
Reference:
http://docs.aws.amazon.com/EIasticLoadBaIancing/latest/DeveIoperGuide/elb-troubleshooting.htmI

NEW QUESTION 70
ExamKiIIer (with AWS account ID 111122223333) has created 50 IAM users for its orgAMzation’s employees. What will be the AWS console URL for these
associates?

A. https:// 111122223333.signin.aws.amazon.com/conso|e/
B. https:// signin.aws.amazon.com/consoIe/
C. https://signin.aws.amazon.com/111122223333/conso|e/
D. https://signin.aws.amazon.com/console/111122223333/

Answer: A

Explanation: 
When an orgAMzation is using AWS IAM for creating various users and manage their access rights, the IAM user cannot use the login URL
http://aws.amazon.com/console to access AWS management console. The console login URL for the IAM user will have AWS account ID of that orgAMzation to
identify the IAM user belongs to particular account. The AWS console login URL for the IAM user will be https://
<AWS_Account_|D>.signin.aws.amazon.com/consoIe/. In this case it will be https:// 111122223333.signin.aws.amazon.com/consoIe/
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 75
The user has configured AutoScaIing based on the dynamic policy. Which of the following is not the right command to specify a change in capacity as a part of the
policy?

A. "adjustment=-50" (type is PercentChangeInCapacity)
B. "adjustment=3" (type is ExactCapacity)
C. "adjustment=-1" (type is ChangeInCapacity)
D. "adjustment=-8" (type is ExactCapacity)

Answer: D

Explanation: 
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The user can configure the AutoScaIing group to automatically scale up and then scale down based on the various specified CIoudWatch monitoring conditions.
The user needs to provide the adjustment value and the adjustment type. A positive adjustment value increases the current capacity and a negative adjustment
value decreases the current capacity. The user can express the change to the current size as an absolute number, an increment or as a percentage of the current
group size.
In this option specifying the exact capacity with the adjustment value = -8 will not work as when type is exact capacity the adjustment value cannot be negative.
Reference:
http://docs.aws.amazon.com/AutoScaling/latest/DeveIoperGuide/as-scaIe-based-on-demand.html

NEW QUESTION 78
A user is planning to use the AWS RDS with MySQL. Which of the below mentioned services the user is not going to pay?

A. Data transfer
B. RDS Cloudwatch metrics
C. Data storage
D. I/O requests per month

Answer: B

Explanation: 
RDS charges the user on a pay as you go basis. It charges the user based on the instance type, number of hours that the instance is running, data transfer,
storage cost as well for the I/O requests. The monitoring is free of cost.
Reference: http://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

NEW QUESTION 82
True or False: AWS CIoudFormation allows you to create Microsoft Windows stacks.

A. False, AWS CIoudFormation does not support Microsoft Windows.
B. False, Amazon doesn’t support Microsoft Windows.
C. False, you cannot create Windows stacks.
D. True

Answer: D

Explanation: 
AWS CIoudFormation allows you to create Microsoft Windows stacks based on Amazon EC2 Windows Amazon Machine Images (AMIs) and provides you with the
ability to install software, to use remote desktop to access your stack, and to update and configure your stack.
Reference: http://docs.aws.amazon.com/AWSCIoudFormation/latest/UserGuide/cfn-windows-stacks.html

NEW QUESTION 86
Which of the following solutions is not supported by DynamoDB:

A. Hash secondary index
B. Local secondary index
C. Hash Primary Key
D. Global secondary index

Answer: A

Explanation: 
In DynamoDB, a secondary index is a data structure that contains a subset of attributes from a table, along with an alternate key to support Query operations.
DynamoDB supports the following two types of secondary indexes:
Local secondary index is an index that has the same hash key as the table, but a different range key. A local secondary index is "IocaI" in the sense that every
partition of a local secondary index is scoped to a table partition that has the same hash key.
Global secondary index is an index with a hash and range key that can be different from those on the table. A global secondary index is considered "gIobaI"
because queries on the index can span all of the data in a table, across all partitions.
Reference: http://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DataModeI.html

NEW QUESTION 90
An ELB is diverting traffic across 5 instances. One of the instances was unhealthy only for 20 minutes. What will happen after 20 minutes when the instance
becomes healthy?

A. ELB will never divert traffic back to the same instance
B. ELB will not automatically send traffic to the same instanc
C. However, the user can configure to start sending traffic to the same instance
D. ELB starts sending traffic to the instance once it is healthy
E. ELB terminates the instance once it is unhealth
F. Thus, the instance cannot be healthy after 10 minutes

Answer: C

Explanation: 
AWS Elastic Load Balancing continuously checks the health of an instance. If one of the instances is unhealthy it stops sending traffic to it and automatically
reroutes the traffic to the remaining running EC2 instances. If the failed EC2 instance is restored, Elastic Load Balancing will again start sending traffic to that
instance.
Reference: http://docs.aws.amazon.com/E|asticLoadBaIancing/latest/DeveIoperGuide/Svclntro.htm|

NEW QUESTION 95
Which OS does the current version of AWS Elastic Beanstalk use?
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A. Amazon Linux AMI, Windows Server 2003 R2 AMI or the Windows Server 2008 R2 AMI
B. Amazon Linux AMI only
C. Amazon Linux AMI or the Windows Server 2008 R2 AMI
D. Windows Sewer 2008 R2 AMI only

Answer: C

Explanation: 
The current version of AWS Elastic Beanstalk uses the Amazon Linux AMI or the Windows Server 2008 R2 AMI.
Reference: https://aws.amazon.com/elasticbeansta|k/faqs/

NEW QUESTION 97
Which of the following device names is reserved for the root device for Linux instances of Amazon EC2?

A. /dev/sda1
B. /dev/sd[b-e]
C. xvd[a-e]
D. /dev/sd[f-p][1 -6]

Answer: A

Explanation: 
/dev/sda1 is the name of the device reserved for the root device for Linux instances. Reference:
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/device_naming.htmI

NEW QUESTION 101
ExamKiIIer has three AWS accounts. They have created separate IAM users within each account. ExamKiIIer wants a single IAM console URL such as
https://examkiIIer.signin.aws.amazon.com/consoIe/ for all account users. How can this be achieved?

A. Merge all the accounts with consolidated billing
B. Create the same account alias with each account ID
C. It is not possible to have the same IAM account login URL for separate AWS accounts
D. Create the S3 bucket with an alias name and use the redirect rule to forward requests to various accounts

Answer: C

Explanation: 
If a user wants the URL of the AWS IAM sign-in page to have a company name instead of the AWS account ID, he can create an alias for his AWS account ID.
The alias should be unique.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/AccountAIias.html

NEW QUESTION 102
An orgAMzation has created 10 IAM users. The orgAMzation wants those users to work independently and access AWS. Which of the below mentioned options is
not a possible solution?

A. Create the access key and secret access key for each user and provide access to AWS using the console
B. Create the X.509 certificate for each user and provide them access to AWS CLI
C. Enable MFA for each IAM user and assign them the virtual MFA device to access the console
D. Provide each user with the IAM login and password for the AWS console

Answer: A

Explanation: 
If an orgAMzation has created the IAM users, the users can access AWS services either with an IAM specific login/password or console. The orgAMzation can
generate the IAM X.509 certificates to access AWS with CLI. The orgAMzation can also enable MFA for each IAM user, which allows an added security for each
IAM user. If the orgAMzation has created the access key and secret key than the user cannot access the console using those keys. Access key and secret access
key are useful for CLI or
Webservices.
Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.htm|

NEW QUESTION 104
A bucket owner has allowed another account’s IAM users to upload or access objects in his bucket. The IAM user of Account A is trying to access an object
created by the IAM user of account B. What will happen in this scenario?

A. The bucket policy may not be created as S3 will give error due to conflict of Access Rights
B. It is not possible to give permission to multiple IAM users
C. AWS S3 will verify proper rights given by the owner of Account A, the bucket owner as well as by the IAM user B to the object
D. It is not possible that the IAM user of one account accesses objects of the other IAM user

Answer: C

Explanation: 
If a IAM user is trying to perform some action on an object belonging to another AWS user’s bucket, S3 will verify whether the owner of the IAM user has given
sufficient permission to him. It also verifies the policy for the bucket as well as the policy defined by the object owner.
Reference:
http://docs.aws.amazon.com/AmazonS3/Iatest/dev/access-control-auth-workflow-object-operation.htmI
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NEW QUESTION 106
Which statements about DynamoDB are true? Choose 2 answers

A. DynamoDB uses a pessimistic locking model
B. DynamoDB uses optimistic concurrency control
C. DynamoDB uses conditional writes for consistency
D. DynamoDB restricts item access during reads
E. DynamoDB restricts item access during writes

Answer: BC

NEW QUESTION 107
You have an environment that consists of a public subnet using Amazon VPC and 3 instances that are running in this subnet. These three instances can
successfully communicate with other hosts on the Internet. You launch a fourth instance in the same subnet, using the same AMI and security group configuration
you used for the others, but find that this instance cannot be accessed from the Internet. What should you do to enable internet access?

A. Deploy a NAT instance into the public subnet.
B. Modify the routing table for the public subnet
C. Configure a publically routable IP Address In the host OS of the fourth instance.
D. Assign an Elastic IP address to the fourth instanc

Answer: D

NEW QUESTION 108
What is one key difference between an Amazon EBS-backed and an instance-store backed instance?

A. Virtual Private Cloud requires EBS backed instances
B. Amazon EBS-backed instances can be stopped and restarted
C. Auto scaling requires using Amazon EBS-backed instances.
D. Instance-store backed instances can be stopped and restarte

Answer: B

NEW QUESTION 113
Which of the following platforms are supported by Elastic Beanstalk? Choose 2 answers

A. Apache Tomcat
B. .NET
C. IBM Websphere
D. Oracle JBoss
E. Jetty

Answer: AB

NEW QUESTION 114
Which EC2 API call would you use to retrieve a list of Amazon Machine Images (AMIs)?

A. Descnbelnstances
B. DescribeAMIs
C. Describelmages
D. GetAMIs
E. You cannot retrieve a list of AMIs as there are over 10,000 AMIs

Answer: E

NEW QUESTION 118
When using a large Scan operation in DynamoDB, what technique can be used to minimize the impact of a scan on a tabIe's provisioned throughput?

A. Set a smaller page size for the scan
B. Use parallel scans
C. Define a range index on the table
D. Prewarm the table by updating all items

Answer: C

NEW QUESTION 119
Which of the following items are required to allow an application deployed on an EC2 instance to write data to a DynamoDB table?
Assume that no security Keys are allowed to be stored on the EC2 instance. Choose 2 answers

A. Create an IAM User that allows write access to the DynamoDB table.
B. Add an IAM Role to a running EC2 instance.
C. Add an IAM User to a running EC2 Instance.
D. Launch an EC2 Instance with the IAM Role included in the launch configuration.
E. Create an IAM Role that allows write access to the DynamoDB table.
F. Launch an EC2 Instance with the IAM User included in the launch configuration.

Answer: 
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NEW QUESTION 122
Which of the following services are key/value stores? Choose 3 answers

A. Amazon EIastiCache
B. Simple Notification Service
C. DynamoDB
D. Simple Workflow Service
E. Simple Storage Service

Answer: ABC

NEW QUESTION 124
You are writing to a DynamoDB table and receive the following exception:" ProvisionedThroughputExceededException". though according to your Cloudwatch
metrics for the table, you are not exceeding your provisioned throughput.
What could be an explanation for this?

A. You haven't provisioned enough DynamoDB storage instances
B. You're exceeding your capacity on a particular Range Key
C. You're exceeding your capacity on a particular Hash Key
D. You're exceeding your capacity on a particular Sort Key
E. You haven't configured DynamoDB Auto Scaling triggers

Answer: C

NEW QUESTION 129
If an application is storing hourly log files from thousands of instances from a high traffic web site, which naming scheme would give optimal performance on S3?

A. Sequential
B. instancelD_Iog-HH-DD-NIM-YYYY
C. instancelD_Iog-YYYY-NIM-DD-HH
D. HH-DD-NINI-YYYY-Iog_instanceID
E. YYYY-MM-DD-HH-|og_instance|D

Answer: E

NEW QUESTION 131
You run an ad-supported photo sharing website using S3 to serve photos to visitors of your site. At some point you find out that other sites have been linking to the
photos on your site, causing loss to your business.
What is an effective method to mitigate this?

A. Store photos on an EBS volume ofthe web server
B. Remove public read access and use signed URLs with expiry dates.
C. Use C|oudFront distributions for static content.
D. Block the IPs of the offending websites in Security Group

Answer: B

NEW QUESTION 133
Which of the following is chosen as the default region when making an API call with an AWS SDK?

A. ap-northeast-1
B. us-west-2
C. us-east-1
D. eu-west-1
E. us-central-1

Answer: C

NEW QUESTION 134
What happens, by default, when one of the resources in a CIoudFormation stack cannot be created?

A. Previously-created resources are kept but the stack creation terminates.
B. Previously-created resources are deleted and the stack creation terminates.
C. The stack creation continues, and the final results indicate which steps failed.
D. CIoudFormation templates are parsed in advance so stack creation is guaranteed to succee

Answer: B

NEW QUESTION 135
......
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