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NEW QUESTION 1
A company wants to micro-segment their network to provide applications access to a segmented network while using the VMware Tunnel.
Which VMware solution can be used to implement micro-segmentation?

A. NSX
B. vSphere
C. vROps
D. vSAN

Answer: A

NEW QUESTION 2
A device on the Internet is not able to connect to the VMware Tunnel.
Which three are the VMware recommended troubleshooting steps an administrator could take to resolve this issue? (Choose three.)

A. Telnet from the Tunnel front-end server to the Tunnel back-end server.
B. Ping from the Internet to the Tunnel back-end server.
C. Check the configuration on the console.
D. Telnet from the Tunnel front-end server to the Console server.
E. Telnet from the Internet to the Tunnel front-end server.

Answer: ABC

NEW QUESTION 3
What does an administrator need to do to require an end user to accept the Terms of Use (TOU) prior to completing the installation of a Workspace Services
Profile?

A. Enrollment Terms of Use Acceptance
B. Enrollment End User License Agreement
C. Require an optional prompt
D. Register with Apple DEP

Answer: A

NEW QUESTION 4
Where can an administrator subscribe to reports in Workspace ONE?

A. VMware Workspace ONE app
B. Workspace ONE Identity Manager Console
C. VMware Unified Access Gateway
D. Workspace ONE UEM Console

Answer: B

NEW QUESTION 5
Which uses the built-in Kerberos Distribution Center service to authenticate requests?

A. Android Mobile SSO
B. VMware Unified Access Gateway
C. iOS Mobile SSO
D. Windows Hello

Answer: C

NEW QUESTION 6
How is the Active Directory password stored in the Workspace ONE UEM database?

A. The Bind account password is stored in an encrypted form in the database and is not accessible from the console.
B. The Bind account password is stored in clear text form in the database and is accessible from the console.
C. The unique session keys are stored in clear text form in the database and is accessible from the console.
D. The unique session tokens are stored in clear text form in the database and is not accessible from the console.

Answer: A

NEW QUESTION 7
A company is currently using PowerShell integration with Office 365 as an email solution.
Which PowerShell command can be used for retrieving a list of devices in your organization that have active Microsoft Exchange ActiveSync partnerships?

A. Get-ActiveSyncDeviceClass
B. Get-Mailbox –Identity $identity
C. Get-MobileDevice –Mailbox $mailbox
D. Set–ActiveSyncMailBoxPolicy

Answer: A
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NEW QUESTION 8
Which three occur on an Android device when it goes through Adaptive Management and becomes
Workspace ONE Managed? (Choose three.)

A. The Android for Work version of VMware Workspace ONE app gets activated.
B. The Android device immediately goes through Android OS update.
C. The Android device prompts user to backup internal storage to Google Cloud.
D. The Work folder gets created on the Android device.
E. The original VMware Workspace ONE app gets activated.

Answer: ABD

NEW QUESTION 9
Drag and drop the component names into the diagram, which illustrates a VMware approved deployment with customer on premise VMware Horizon Desktops
integrated into VMware Identity Manager.

Answer: 

Explanation: 

NEW QUESTION 10
What three components does the Workspace ONE configuration wizard set up for the administrator? (Choose three.)

A. API connectivity between VMware Identity Manager and Horizon
B. Mobile Single Sign-On
C. Workspace ONE catalog
D. API connectivity between AirWatch and VMware Identity Manager
E. Conditional access policies
F. API connectivity between AirWatch and Horizon

Answer: BCD

NEW QUESTION 10
Which two ways can AirWatch Managed Content be assigned to users? (Choose two.)

A. Smart Group
B. Functional Group
C. Organization Group
D. Domains Group
E. User Group

Answer: AC

NEW QUESTION 11
Which service requires connectivity to a RADIUS server for authentication when using Workspace ONE?
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A. Workspace ONE UEM API service
B. AirWatch Cloud Messaging Service
C. VMware Enterprise Systems Connector
D. VMware Unified Access Gateway

Answer: D

NEW QUESTION 14
A company uses Active Directory Federation Services (ADFS) and Workspace ONE to jointly manage access to Office 365. ADFS is the identity provider for Office
365. VMware Identity Manager has been added to ADFS as a 3rd party identity provider to ADFS.
Which service issues access tokens to Office 365?

A. Integration Broker
B. Active Directory Federation Service
C. VMware Identity Manager
D. Workspace ONE

Answer: D

NEW QUESTION 19
What configuration must an administrator setup to allow users to add their own network shares to VMware Content Locker through the Self Service Portal?

A. Admin Repository
B. Manual Template
C. Personal Content
D. Automatic Template

Answer: C

NEW QUESTION 24
Which two resources can be enabled from Horizon Cloud for Workspace ONE users? (Choose two.)

A. VMware Horizon Application Management Bundle
B. VMware Horizon Desktops
C. VMware Horizon Applications
D. VMware Horizon Workspace Suite
E. VMware Horizon ThinApp

Answer: BC

NEW QUESTION 29
Which two can be combined, using VMware approved guidelines, rather than creating a separate profile for each payload?

A. Wi-Fi and Credentials
B. Restrictions and Launcher
C. Restrictions and Passcode
D. Exchange ActiveSync and Wi-Fi

Answer: C

NEW QUESTION 33
Which policy should an administrator modify to grant user access to the company’s federated Web app in Workspace ONE?

A. Default authentication user
B. Default profile policy
C. Default compliance policy
D. Default access policy set

Answer: D

NEW QUESTION 36
Which scenario requires a company to leverage the VMware Identity Manager connector in addition to the AirWatch Cloud Connector?

A. Deploy VMware productivity apps.
B. Integrate with Horizon, Citrix and ThinApp.
C. Sync user accounts from LDAP to VMware Identity Manager console.
D. Configure mobile SSO on iOS devices.

Answer: D

NEW QUESTION 38
What iOS payload can be used to prevent attachments from a managed email configuration being saved to unmanaged locations?

A. Managed Domains
B. Restrictions
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C. Launcher
D. Content Filter

Answer: A

NEW QUESTION 41
What Android EMM technology does the Workspace ONE application require to support Adaptive Management?

A. Android Enterprise
B. Samsung KNOX
C. G-Suite Applications
D. Device Administrator

Answer: A

Explanation: Reference
https://kb.vmtestdrive.com/hc/en-us/articles/360001313774-Android-Workspace-ONE-Adaptive-Management

NEW QUESTION 45
What two steps would an administrator take to troubleshoot iOS devices that are not communicating with the console? (Choose two.)

A. Confirm that the iOS devices have network connection.
B. Confirm that the APNs certificate is still valid.
C. Confirm that AWCM is running.
D. Confirm that the VPP token is valid.
E. Confirm that DEP is enabled.

Answer: AB

NEW QUESTION 50
What two ways can an administrator use to safeguard sensitive email content? (Choose two.)

A. Implement the Unified Access Gateway.
B. Configure the Device Enrollment Program.
C. Implement SEG Proxy.
D. Deploy email compliance policies.
E. Deploy device token authentication.

Answer: CD

NEW QUESTION 52
The Workspace ONE application requires what minimum level of device security before allowing users to log in on iOS or Android devices?

A. Biometric authentication
B. Mobile Device Management
C. Six digit alphanumeric device passcode
D. Four digit numeric device PIN

Answer: B

NEW QUESTION 53
What is the standard conditional access policy for Workspace ONE to ensure only managed and compliant iOS devices can access assigned applications?

A. 1) Mobile SSO (for iOS) AND Device ComplianceIf the preceding authentication method fails, then fallback to…2) Password
B. 1) Mobile SSO (for iOS) AND Device ComplianceIf the preceding authentication method fails, then fallback to…2) None
C. 1) Mobile SSO (for iOS)If the preceding authentication method fails, then fallback to…2) VMware Verify Multifactor Authentication
D. 1) Mobile SSO (for iOS) Device ComplianceIf the preceding authentication method fails, then fallback to…2) None

Answer: C

NEW QUESTION 54
What are three types of console customizations that can be performed? (Choose three.)

A. Color themes
B. Cascading Style Sheets
C. HTML settings
D. Export settings
E. Fonts
F. Logos

Answer: ABF

NEW QUESTION 59
Match the steps to configure a HTTPS binding in IIS with a new certificate.
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Answer: 

Explanation: 

NEW QUESTION 63
On which device operating system does the Email Notification Service (ENS) provide near real-time push notifications for new emails?

A. iOS
B. Windows
C. Android
D. MacOS

Answer: A

NEW QUESTION 66
Which Linux command grants the current user account temporary root privileges for a short period of time?

A. chmod u+x
B. ./
C. chmod 777
D. sudo

Answer: D

NEW QUESTION 69
What are two ways of launching Horizon VDI applications through Workspace ONE? (Choose two.)

A. HTML5 Web browser
B. Workspace ONE application
C. VMware Content Locker
D. AirWatch Agent
E. Horizon client

Answer: BE

NEW QUESTION 72
What on-premises component is needed to integrate Horizon VDI with Workspace ONE?

A. VMware Tunnel
B. VMware Enterprise System Connector
C. AirWatch Content Gateway
D. VMware Unified Access Gateway

Answer: D

NEW QUESTION 77
......
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