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NEW QUESTION 1
What is the purpose of Spanning Tree Protocol?

A. to prevent routing loops

B. to create a default route

C. to provide multiple gateways for hosts

D. to maintain a loop-free Layer 2 network topology
E. to enhance the functions of SNMP

Answer: D

NEW QUESTION 2

Which configuration enables an Industrial Ethernet switch to participate in PTP clock selection and sets the priority value that would break the tie between switches

with matching default criteria to 507

A. ptp mode boundary ptp priorityl 10ptp priority2 50

B. ptp mode boundary ptp priorityl 50ptp priority2 10

C. ptp mode e2etransparent ptp priorityl 50ptp priority2 10
D. ptp mode e2etransparent ptp priorityl 10ptp priority2 50

Answer: A

NEW QUESTION 3

A small manufacturing company has a Class C network address on the plant floor and needs to create five subnets, each accommodating 25 endpoints. Which

subnet mask needs to be configured?

A. 255.255.240.0

B. 255.255.255.128
C. 255.255.255.192
D. 255.255.255.224
E. 255.255.255.240
F. 255.255.255.248

Answer: D

NEW QUESTION 4

Refer to the exhbit. Which three elements would enable high availability and predictable performance for a motion control application spread across two switches

(with video and 1/O traffic)? (Choose three)

Stack Switch

Layer 2 Network
Multiple VLANSs

Dnive

e

e = VLAN 102 = EtherNel 1P Device
emeess = VLAM 10 - VolP

= V0LAN 42 -~ Scanners/Cameras

Layer 2 Network
Multiple VLANs

e = VLAN 102 - EtherNelU1P Davice
m— = VLAN 10 - VoIP

 ® VLAN 43 - Scanners/Camernas

A. Configure QoS to give PTP traffic the highest priority
B. Fiber optic uplinks

C. Redundant uplinks

D. Configure QoS to give /O traffic the highest priority
E. Copper uplinks

F. Interconnect the two switches

Answer: ABC

NEW QUESTION 5

Refer to the exhibit. Which lines represent a CIP connection being established between two devices?
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Ha, Tima foance Drstenstion Protocel Lengih  Ieds

VN E IR U WWEVEGA B BRI ARV E W AT . AW AT b BREF Tal WRHERLE DTG R SR e RS B
2909 J00F-04-0F ORi0EI4 ], MIGSHO0D 19T, 186.1. 3 I97. 1881, 9 ERIP TE Camnacilen: T0-OxDODGLWE, $O=-000768]TARE
2910 200 5-0d - B 1.4 (R 74 Comnectlon: TO=OlLITFO0RL . S Gl 358 07 0T
FIEE] =0d=07 Oz 192, 168.1.2 107.168.1. 3 TP &0 2601 =84 813 [ACK] Seg=1 Agh=1 win=8107 Len=0
i0is 300 5-04-0F OPod: mochen 11 _Taz4a:inroadcast ARP &0 wivy has 100, 168.1.77 vell 193 0681010
1015 200 5-04-00 00 Rockee VI_cB: 17 1 4Rockwa ] 1_Tai4a: ARP 6 192, 168.1.2 15 ar 0000 Be a7 42
2916 200 5-04-03 090k 192, 168,12 192,184, 1, 3 ENTP 8 megister Sssdion [Reqd, Session: OuO000000D
3917 200 5=04-03 0% :id: 192, 168.1.3 192168, 1.2 ENIP 2 megister Sessfon (Rep), Sessfon: GoddCoinoo
218 200 %=gul 03 ez 152, 168.1.2 1521640, % CIP 4 15 Forward dpen
2010 200 F-06 03 (RrOhi4 3. ASETIO00N 192.168.1.4 1P2.168.1.2 ENIP I5F Connecrion: I0=-0=(13280<2, SO0-0003032324
2020 2005-0d -03 OPrebed Y, BEITIS000 192.168.1.3 192.168.1.2 ENIP O3 Connecrion!  TO-0x(002800d , SOC=DNRI00000
21 JOR5-0d -0 OP:0B-4Y, FISFITO0S 192, 068.1.3 G2 . 168.1.3 Cir Om 148 Success
022 200%-04-08 Gdcodid), FOAL2A000 192, 168.1.9% 1Pk 188,02 EWIP I Cohmmction:  T0=0w0045 24000, SEg=0002628013
1920 J00%-04-08 09:08:4F, GOLI8000 197, 168.1.2 1971.184.1. 4 ENIP T4 connaction: ID=ONLIEFO0AL, SEQ=0003240790)
978 J00%-0d-0F 0F: 0640, IFL1MI000 19J.108.1.2 192.168. 5. 7 ERIP e Connection: TO=MeDOSES00E SE0elORO00C)
2H25 J00%-06d 03 RrlEz4 ). FTIG0S00G 15F.1€8.1.2 152 168.1. % (S 76 Conneciion: TD=OxDODBLSEE, SiQ=0002817843
2926 2015-04-03 09:08:41; ITIS8E000 182, 168.1.4 192.158.1.2 ENIP 199 connecrion:  [0-0wD15240C7, SOQ-00019112%
ZOIT 200 5-04-03 0905248 FET1NTO0D 19T 168.1.2 IP2.168.1.4 ERIP 74 Connecrion! [D=011EF00al, SOg=0003940M04
FOPE 3005 -0d-0F O9-08-4 3. FOASOOGSG 197.148.1.4 iG2.188.1. 2 ENIE 5% comnecrion: [D=0wlii93s6cy, Sig=00050141H8
IOI0 J00S-0d-00 G9:0Ed Y, IR EN000 102, 168.1.9 103, 188.1. F EWIP I connection ID=0w00320C0, SQ=-000J838114
7990 J00%-04-00 09:06:47, 400823000 197.168.1.2 197.188.1.9 ENIP 74 connection: ID=0Ox000BE9EE, SLQ=0002827470
2931 00 %-0d-0F OF0ECAF JOFFTA000 19, 1608.1.3 I97.168.1.7 Enlre Gk Connecilon: [D-0eDODTEC0E . ST CuelRMFIOOON]
2932 200 %-0d 03 i 0hcd 3. 407 120008 197, 188.1.2 EOZ.168.1.4 EwEP T Gonnetilon: [O=0wllEF00ual, SE0=000334070%
7933 204 F-04-03 CRrGI4 R 415610000 197.168.1.4 1P2. 168 0.2 (L 19 Comnatiion: I0=-0x01524052, S@O=-D003338307
7038 200 5-04-03 0Fr5 4T 42175000 197.168.1.2 192 168.1. 3 ERIP B ComnectTon: I0=0x00SCI004, SOQ={00R000]
O8RS J00%-04-0F - 08-4 5, S3ATAI00G 167 . 168.1.9 i0F. i88.1.F ENIP ¥ comecyion: I0=0wi0SZS0C0, sg=000C82E117
U6 200 5-C4-00 008 4T 42677000 192, 164.1.2 101841, 5 ENIP T4 oehnection:  TD=0ul1EF03al . SEQ=0001340006
2007 2005-04-03 090840, A2 GAA000 19}, 1648,1.2 EO2.164. 0. 2 EIF £H 230 Forward Opan
2998 200 5-04=03 0043, 432653000 192.168.1. 2 1021641, 8 ERIP T Connection: - TO=OwG00BE9E, SEq=000282 7871
2935 200 %=0 03 0043430110000 19T, 108.1.4 18216880, EnIP 155 Comnection: - [O=holl 524002, TG=00013 18328
200 200 F-04 03 PRrl0:4]. SALLE000 192, 18821, 3 192.168.0.2 LIP O 144 Tuccess
2041 200 5-04-03 Orebz4 3 4ATILL000 197 168.1.2 197.165.1.4 ENIP T4 Connaction: I0=0WllCFOOAL, SCC=-D003080T07T
b 3RS -0d-DF OB d T 452305000 19F. 108.1. 3 i62.168.1.3 ENIP 1% Connecrion:  T0=dwl0OCE008, SiQeO0000
I 200 5-04-0F 0908 R 45NN I000 192, 268.10. 3 1064, 1.2 EWIP W connectfon]  I0=0wB0D24004 . SHQ=O00000000}
208 J0T5-0d-00 09:08:AY, A33RIT000 192, 164,14 192.164.1. 2 ERIP 199 Comnaction: I0=gwlli2E0Cy, SEQ=00012 18110
TS 100 -0 -00 0908 SAIMRE000 TFS, 108.1.F BRI 108, 5.2 EnIP 72 connectiton:  TO=0wi03240C0, SUQ=0002808118
S0LE 200 %-0ud-0F 0F:0E:4Y. 400000000 157, 188.1.2 IR2.168.1. % EnIP TE Conection: TD=0wl00049E. SEQ=-000282747T1
ZREF 100%-04-08 ORriEi4 N 40720000 192, 168.1.2 182 168.1. 4 ERIP T4 Connection: IO-OW1IEFOGal, SEO={000940008
2048 201 5=04-03 0Fr0E:41. 4T1247000 192.168.1.2 192 1688.1.% EWIP B Connection: [0=O0wDB0SL008, SOq=0000000002
7951 J0T%-0d-0F 09 0a:4 ¥, 47INTE000 197.186.1.4 197188, 1.7 ERIP 135 connection:  IB=0r013240C7, SEQ=0003218110
T9U2 J0E%-0d -07 P04 0, LEIRDI0CO 1RS,168.1.7 B9l.168.1,.7 EXTP d10 ConnacRion; [0=0x0lDIE00%, SE QD000
IO J0E%-04-03 OFc0E:A D B0EN1000 197, 1088.1.5 192,168, L. (L Tt eemnectlion: Th=0x(05280C0, S{4=0002838019
2954 200%5-04-03 09:06:47, 4B6LE2000 192.165.1.7 197.168.1. 4 LNTP T4 connection: IO=-0XL1EFOOAL, SLG-0003940709
2055 200 ¥=04 =03 0P:E24F. 49F650000 197 .168.1.2 102.168.1.9 (i TE Connection: I0=0x(00849CE, SMO=DDOIEITATI
FO5E J0AS-04-07 O9:-08-4 T 404 TT5000 187 168,107 i02_1688.1.25% EnIp &6 Lisc Tdenticy (megh
057 2005-04-00 09:0E:40, 40670000 192, 164.1.207  107.184.1.2%% ENIP &5 LISt Tdentity (meq)
058 200%-04-00 0008 4T, 4070000 183, 1646.1.4 102 184.1,2 ERTP 139 comnection:  TO=0x0]324002, SQ=00031918111

A. 2914 and 2915

B. 2918 and 2921

C. 2920 and 2924

D. 2937 and 2940

Answer: B

NEW QUESTION 6

Exhibit:

[ =

Ho A Host

Refer to the exhibit. CCNA.com has the industrial network shown in the exhibit. All switches are configured as layer 2 switches and are using VLAN 1 as their
management VLAN. Each VLAN 1 interface has been assigned the correct IP address. What is the purpose of assigning a default gateway to SW-C switch?

A. allows connectivity between the VLAN 1 interface on SW-C and other devices in the network.
B. allows connectivity between Host A and other devices in the network.

C. allows connectivity between Host B and other devices in the network.

D. allows the switch to pass traffic between Host A and Host B

Answer: A

NEW QUESTION 7

Why is SSH preferred over Telnet as a method of accessing a network device to alter or view the configuration?
A. Telnet encrypts only the login information, not the entire transmission.

B. SSH requires fewer network resources and no additional configuration.

C. Telnet is more difficult to use and configure than SSH.

D. SSH encrypts the login and session information.

Answer: D

NEW QUESTION 8
Refer to the exhibit. Which lines represent an I/O connection running at a 20ms RPI?
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foance Protocel Lengih  Ieds
VE VIR B BRI ARV W ATk BREF Tal WRHERLE DTG R SR e RS B
EOBEA D, MISEO00D 197, 108.1.7 ERIP TE Camnacilen: T0-OxDODGLWE, $O=-000768]TARE
B o [ (R T4 Connes O LIEFOGAL . Sof Gl PO 3562 OT0T
=0d=07 (0843, B0 107.168.1. 3 &0 2601 =84 813 [ACK] Seg=1 Agh=1 win=8107 Len=0
a0l 300 5-04-0F ORo0Edl BET1AS000 e nroadcast &0 wivy has 100, 168.1.77 vell 193 0681010
1015 200 5-04-00 0908 4T, FETLAS0MD mockee ) g LT iaRockwe ] 1_Tai4a: ARP 6 192, 168.1.2 15 ar 0000 Be a7 42
216 200504 -03 09:08:43, 353692000 192, 166.1,2 192.164.1. 3 ENIP 40 megister Sessiom (Req)d, Sevsion: OuQOOQCOoD
3917 300 5=-04-03 O9:08:43, 353459000 192, 168.1.3 192168, 1.2 EWIP 2 megister Sessfon (Rep), Sessfon: GoddCoinoo
2318 200 %=tel =03 b4 3 I5J407 000 152, 168.1.2 1521640, % CIP 4 15 Forward dpen
2010 200 F-06 03 (RrOhi4 3. ASETIO00N 192.168.1.4 1P2.168.1.2 ENIP I5F Connecrion: I0=-0=(13280<2, SO0-0003032324
2020 2005-0d -03 OPrebed Y, BEITIS000 192.168.1.3 192.168.1.2 ENIP OE Connecrion  TO-0x(0028004, NG
SREL J0EF-04-08 Ohcoeload BLSTITOOG 193, 368.1.3 iRk 168.1.3 CIP O 146 Succass
022 200%-04-08 Gdcodid), FOAL2A000 192, 168.1.9% 1Pk 188,02 EWIP I Cohmmction:  T0=0w0045 24000, SEg=0002628013
U020 J00%-04-08 Q9:08:d F, BEGAIR000 192, 164.1. 2 EBE.164.1.4 ERIP 24 Comnaciion: [D=Owl]EFOQAL, SHO=0005540008
978 J00%-0d-0F 0F: 0640, IFL1MI000 19J.108.1.2 192.168. 5. 7 ERIP e Connection: TO=MeDOSES00E SE0elORO00C)
2H25 J00%-06d 03 RrlEz4 ). FTIG0S00G 15F.1€8.1.2 152 168.1. % (S 76 Conneciion: TD=OxDODBLSEE, SiQ=0002817843
2926 J005-04-00 0FrlEi4 ). FTEGEE000 19Y.168.1.4 192.168.1.2 EHIF 13% Connecoion:  ID=-Owll%240CT, SAQ=-D001FHANDE
ZOIT 200 5-04-03 0905248 FET1NTO0D 19T 168.1.2 IP2.168.1.4 ERIP 74 Connecrion! [D=011EF00al, SOg=0003940M04
FOPE 3005 -0d-0F O9-08-4 3. FOASOOGSG 197.148.1.4 iG2.188.1. 2 ENIE 5% comnecrion: [D=0wlii93s6cy, Sig=00050141H8
IOI0 J00S-0d-00 G9:0Ed Y, IR EN000 102, 168.1.9 103, 188.1. F EWIP I connection ID=0w00320C0, SQ=-000J838114
7990 J00%-04-00 09:06:47, 400823000 197.168.1.2 197.188.1.9 ENIP 74 connection: ID=0Ox000BE9EE, SLQ=0002827470
2931 00 %-0d-0F OF0ECAF JOFFTA000 19, 1608.1.3 I97.168.1.7 Enlre Gk Connecilon: [D-0eDODTEC0E . ST CuelRMFIOOON]
2932 200 %-0d 03 i 0hcd 3. 407 120008 197, 188.1.2 EOZ.168.1.4 EwEP T Gonnetilon: [O=0wllEF00ual, SE0=000334070%
7933 204 F-04-03 CRrGI4 R 415610000 197.168.1.4 1P2. 168 0.2 (L 19 Comnatiion: I0=-0x01524052, S@O=-D003338307
7038 200 5-04-03 0Fr5 4T 42175000 197.168.1.2 192 168.1. 3 ERIP B ComnectTon: I0=0x00SCI004, SOQ={00R000]
O8RS J00%-04-0F - 08-4 5, S3ATAI00G 167 . 168.1.9 i0F. i88.1.F ENIP TR comecyion: 10=0wl)SIE0CH, g=00078NEI1T
U6 200 5-C4-00 008 4T 42677000 192, 164.1.2 101841, 5 ENIP T4 oehnection:  TD=0ul1EF03al . SEQ=0001340006
2007 2005-04-03 090840, A2 GAA000 19}, 1648,1.2 EO2.164. 0. 2 EIF £H 230 Forward Opan
2998 200 5-04=03 0043, 432653000 192.168.1. 2 1021641, 8 ERIP T Connection: - TO=OwG00BE9E, SEq=000282 7871
2935 200 %=0 03 0043430110000 19T, 108.1.4 18216880, EnIP 155 Comnection: - [O=holl 524002, TG=00013 18328
200 200 F-04 03 PRrl0:4]. SALLE000 192, 18821, 3 192.168.0.2 LIP O 144 Tuccess
2041 200 5-04-03 Orebz4 3 4ATILL000 197 168.1.2 197.165.1.4 ENIP Td Connaction: I0=OWllCFOOAL, SCQ=D003080T0Y
b 3RS -0d-DF OB d T 452305000 19F. 108.1. 3 i62.168.1.3 ENIP 1% Connecrion:  T0=dwl0OCE008, SiQeO0000
I 200 5-04-0F 0908 R 45NN I000 192, 268.10. 3 1064, 1.2 EWIP W connectfon]  I0=0wB0D24004 . SHQ=O00000000}
208 J0T5-0d-00 09:08:AY, A33RIT000 192, 164,14 iR2-104. 1,48 ERIP 199 Comnaction: I0=gwlli2E0Cy, SEQ=00012 18110
SRS J00S-0-00 F0RC4 J, 433359000 TR, 108.1. 7 BRI 108, 5.2 EnIP 72 connectiton:  TO=0wi03240C0, SUQ=0002808118
S0LE 200 %-0ud-0F 0F:0E:4Y. 400000000 157, 188.1.2 IR2.168.1. % EnIP TE Conection: TD=0wl00049E. SEQ=-000282747T1
ZREF 100%-04-08 ORriEi4 N 40720000 192, 168.1.2 182 168.1. 4 ERIP T4 Connection: IO-OW1IEFOGal, SEO={000940008
2048 201 5=04-03 0Fr0E:41. 4T1247000 192.168.1.2 192 1688.1.% EWIP B Connection: [0=O0wDB0SL008, SOq=0000000002
7951 J0T%-0d-0F 09 0a:4 ¥, 47INTE000 197.186.1.4 197188, 1.7 ERIP 135 connection:  IB=0r013240C7, SEQ=0003218110
TRU2 J0EY-0d -07 OF00C40, LEIRNI0CO 19].168.1.13 B9l.168.1,.7 EXTP d10 ConnacRion; [0=0x0lDIE00%, SE QD000
IO J0E%-04-03 OFc0E:A D B0EN1000 197, 1088.1.5 192,168, L. (L Tt eemnectlion: Th=0x(05280C0, S{4=0002838019
2954 200%5-04-03 09:06:47, 4B6LE2000 192.165.1.7 197.168.1. 4 LNTP T4 connection: IO=-0XL1EFOOAL, SLG-0003940709
2055 200 ¥=04 =03 0P:E24F. 49F650000 197 .168.1.2 102.168.1.9 (i TE Connection: I0=0x(00849CE, SMO=DDOIEITATI
FO5E J0AS-04-07 O9:-08-4 T 404 TT5000 187 168,107 i02_1688.1.25% EnIp &6 Lisc Tdenticy (megh
057 2005-04-00 09:0E:40, 40670000 192, 164.1.207  107.184.1.2%% ENIP &5 LISt Tdentity (meq)
058 200%-04-00 0008 4T, 4070000 183, 1646.1.4 102 184.1,2 ERTP 139 comnection:  TO=0x0]324002, SQ=00031918111

. 2919, 2923, 2926
. 2920, 2926, 2929
. 2922, 2929, 2935
. 2914, 2915, 2916

o0 w>

Answer: A

NEW QUESTION 9

Given the CIA triad elements, which ensures first that the data is encrypted and secure, second that the data is trustworthy, and third that the data is accessible by

those who need it?

A. CIA
B. ICA
C. ACI
D. CAI

Answer: A

NEW QUESTION 10
Which prompt is used to configure parameters for the Ethernet ports of an industrial switch?

A. Switch(config-if)#

B. Switch(config-if-ind)#
C. Switch(config-line)#
D. Switch(config-ind)#
E. Switch(config-vlan)#

Answer: A

NEW QUESTION 10

You are called at home at 3am by an unskilled machine operator with a suspected network related problem; the controller LEDs are all normal but the output

module's communications LED is not on. The operator has verfied the cable is functional and

correctly connected from the communication module to the switch. What is the next check that you ask the unskilled machine operator to make?

A. Log onto the switch using the console port and check that IGMP snooping is enabled
B. Open wireshark and check whether the controller is issuing a forward open instruction to the device

C. Open the diagnostic faceplate on the HMI for the control panel switch and check that the relevant ports are enabled and not in alarm

D. Open Studio 5000 and check the module status tab for the affected output module

Answer: C

NEW QUESTION 15
Which two ports does EtherNet/IP use to communicate? (Choose two.)

A. TCP 44818
B. UDP 44818
C. TCP 502
D. UDP 502
E. TCP 2222
F. UDP 2222
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Answer: AF

NEW QUESTION 17

You are a called upon to troubleshoot connectivity problems to a network device on a production floor. You have used ping and traceroute to verify that you cannot
connect to the device from the management network. The network is 209.165.202.128/27 and the device has been given the IP address 209.165.202.158 and
mask 255.255.255.224. You have verified that you can reach the device with your computer connected to the same switch as the device. What could be the cause

of this problem?

A. The device is set to the wrong subnet mask.

B. The device is set to the wrong IP address.

C. The device has no IP default gateway.

D. The device is connected to a switchport in the wrong VLAN.

Answer: C

NEW QUESTION 21

Which scenario represents the correct configuration to support the SSIDs of this autonomous access point?

A. [MISSING]
B. [MISSING]
C. [MISSING]
D. [MISSING]

Answer: D

NEW QUESTION 26

It is common to use Resilient Ethernet Protocol (REP) on the manufacturing floor as a resiliency protocol, as opposed to the Enterprise where it is not generally

deployed. What are two reasons why REP is more suitable for the plant floor? (Choose two)

A. REP is only supported on Industrial Ethernet switches, it is not supported on Catalyst switches.

B. REP converges faster than Spanning Tree, allowing for greater network availability.
C. REP supports Industrial Ethernet protocols better because it moves the packets faster.

D. Running dual cables from access switches to an aggregation switch can have a much higher cost on the plant floor than in the Enterprise and running a ring

protocol like REP provides resiliency at a lower cost.

E. Industrial protocols can be negatively impacted by the number of nodes the Ethernet frame traverses, REP provides a topology with no more than 3 nodes for

any data path.

Answer: BD

NEW QUESTION 31
Exhibit:

= Multi-Layer Switch
« Layer 2 VLAN Trunking
« Layer 3 Inter-VLAN routing

Layer 2 Network
Multiple VLANS

Layer 2 Network
Multipls VLANs

¥ VLAN 102 - EtherNetIP Device = VLAMN 102 - EtherNeUiP Device
o = VLAN 10 - VoIP = VLAN 10 - VoIP
< VLAN 42 - Scanners/Cameras = VLAM 41 - ScannersiCameras

Refer to the exhibit. What are three traffic and interconnection requirements for the devices in the exhibit? (Choose three.)

A. The EtherNet/IP drive connections are in a high-voltage area and need protection from electromagnetic noise, so shielded cable that is rated for 600 V is

advised.

B. EtherNet/IP devices such as the controller, drive, VoIP phone, and IP camera should be in the same VLAN.

C. CIP traffic has the highest bandwidth requirement so it needs the highest QoS setting.
D. EtherNet/IP drive traffic has high sensitivity to random drops, latency, and jitter.

E. Real-time motion control and VolIP traffic can share the same VLAN with the proper QoS setting.

F. IEEE1588 and PTP are important for ensuring real-time synchronization.

Answer: ADF

NEW QUESTION 32
Refer to the exhibit.
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Which two parameters can be used to diagnose an overloaded system? (Choose two)

A. Ethernet Port 1 Speed

B. Module Resource Allocation Actual Rate

C. Class 3 Received bytes per second
D. Media Counters Alignment Errors
E. TCP Connections Active

Answer: BE

NEW QUESTION 33
Refer to the exhibit.
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All of the vlans listed in the routing table below are trunked using 802.1q and are active on all switches. PLC1, PLC2, and PLC3 each has IP address
192.168.0.1/24 and are connected to ports configured for vlan 50. L2SW1, L2SW2, and L2SW3 are not using vlan trunking for vlian 50.

L3SW1 has following routing table:

10.0.0.0/8 is variably subnetted, 12 subnets, 2 masks C 10.3.138.0/23 is directly connected, VIan307

C 10.3.136.0/23 is directly connected, VIan306 C 10.15.153.0/24 is directly connected, VIan398 C 10.3.142.0/23 is directly connected, Vlan309 C 10.3.140.0/23 is
directly connected, VIan308 C 10.3.186.0/23 is directly connected, Vlan293 C 10.15.154.0/24 is directly connected, VIan399 C 10.3.184.0/23 is directly connected,
Vlan292 C 10.3.190.0/23 is directly connected, VIan295 C 10.3.188.0/23 is directly connected, Vlan294

C 10.3.182.0/23 is directly connected, Vlan291 C 10.3.180.0/23 is directly connected, Vlan290

PLC1, PLC2, and PLC3 cannot be reconfigured. What can be done to be able to simultaneously communicate with PLC1, PLC2, and PLC3?

A. Enable NAT on L3SW1

B. Enable NAT on L2SW1 — L2SW3

C. Enable NAT on L2SW4

D. Add vlan 50 to L2SW4 and assign the administrator's an IP address on 192.168.0.0/24 network

Answer: B

NEW QUESTION 37
A shutdown in the cookie cutter machine was traced to a broken network cable. What are two reasons that explain why using DLR is an appropriate choice for
network resiliency? (Choose two)

A. DLR is designed for single network operation at the machine level

B. Moving to a linear topology will reduce the number of cables and so reduce risk of cable failure

C. DLR is the only resiliency technology that is supported by CIP Safety

D. Layer 2 resiliency protocols like REP and RSTP do not have a fast enough convergence time for motion control

E. Half of the network traffic goes clockwise on the ring and the other half counter- clockwise, reducing by 50% the impact of cable failure

Answer: AD

NEW QUESTION 42
Which best describes the difference between 802.11n and 802.11ac?

A. 802.11ac offers more channels over more bands than 802.11n

B. 802.11ac MCS 1 is about twice as fast as 802.11n MCS1

C. 802.11ac offers more modulation schemes than 802.11n

D. 802.11ac 1SS MCS 9 is allowed over a 20, 40, 80 and 160 MHz channel, while 802.11n 1SS MCS 9 is only allowed over a 20 or 40 MHz channel.

Answer: C

NEW QUESTION 47
Which is an issue with running CIP Motion on a REP network and identifies an alternate resiliency protocol that works for CIP Motion?

. CIP Motion requires a star topology which is not supported by RE

. DLR is a suitable resiliency protocol for CIP motion.

. REP convergence is not fast enoug

. DLR is a suitable resiliency protocol for CIP motion.

. CIP Motion requires a star topology which is not supported by RE
RPVST+ is a suitable resiliency protocol for CIP motion.

. REP convergence is not fast enoug

. RPVST+ is a suitable resiliency protocol for CIP motion.

IOTMmMmOoOO WP

Answer: B
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NEW QUESTION 50
Given a ring topology, which loop prevention mechanism provides the fastest reconvergence time after a link failure?

A. Rapid Per-VLAN Spanning Tree Protocol
B. Resilient Ethernet Protocol

C. Multiple Spanning Tree Protocol

D. Spanning Tree Protocol

Answer: B

NEW QUESTION 55
Which statement is correct regarding ProfiNET communication classes?

A. ProfiNET-RT traffic is carried in UDP and TCP packets

B. ProfiNET-NRT is used to carry time critical status information

C. ProfiNET-IRT requires switches with hardware time scheduling capabilities
D. ProfiNET-NRT is prioritized as Layer-2 Class-of-Service 1 (CoS 1)

Answer: C

NEW QUESTION 59
What security component can be deployed to increase the defense in depth and specifically can be positioned against 'man-in-the-middle' attack?

A. Deploy 802.1AE
B. Deploy 802.1X
C. Deploy 802.1Q
D. Deploy 802.1AX

Answer: A

NEW QUESTION 61
What are the two most relevant factors in determining the class of administration that is required to maintain the telecommunications infrastructure? (Choose two.)

A. the size of the infrastructure

B. the complexity of the infrastructure

C. the age of the infrastructure

D. the industry that the infrastructure supports
E. the physical environment of the infrastructure

Answer: AB

NEW QUESTION 66
What are two benefits of a star network topology? (Choose two.)

A. Disruption of the entire network is not required when adding new machines.

B. Any problem which leaves the network inoperable can be traced to the central hub.

C. This network type requires less cable as compared to linear bus topology.

D. The performance of one of the numerous nodes cannot reflect on the performance of other nodes.
E. The performance of the entire network is directly dependent on the performance of the hub.

Answer: AB

NEW QUESTION 70
You have been tasked to design an Ethernet network capable of Motion control with cycle times not to exceed 1ms. In order to create a more deterministic
network, what characteristic/s should you primarily focus on?

A. Lattency and Jitter

B. Redundancy and high availability

C. Explicit and Implicit messaging

D. This cycle time is not possible on an Ethernet network
E. Gigabit port speed

Answer: A

NEW QUESTION 73

Which command globally enables QoS on a Cisco Industrial Ethernet switch?
A. switch(config)#qos enable

B. switch(config)#mls queuing enable

C. switch#enable queuing

D. switch(config)#mls qos

Answer: D

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy 200-601 dumps

@ 2 P QsseaqQs ":J https://www.2passeasy.com/dumps/200-601/ (87 New Questions)

NEW QUESTION 74

What are three Cisco best practices for running I/O control traffic in a wireless environment? (Choose three)

A. 3200 packets per second and 20% bandwidth for HMI and maintenance traffic.
B. 2200 packets per second and 20% bandwidth for HMI and maintenance traffic

C. I/O control traffic can be run on 2.4 or 5 GHZ channels
D. I/O control traffic should be run on 5GHZ channels only

E. Standard I/0O RPIs less than 20ms are not practical for wireless media because the maximum latency and jitter become comparable or greater than the RPI
F. Standard I/O RPIs less than 10ms are not practical for wireless media because the maximum latency and jitter become comparable or greater than the RPI

Answer: BDF

NEW QUESTION 79

Which selection is a reason why IGMP snooping should be configured on a switched network?

A. IGMP snooping populates the snooping table with the results of DHCP requests and can be used by Dynamic ARP Inspection to block IP spoofing attacks at

Layer-2.

B. IGMP snooping verifies the source IP address of every IPv4 packet to ensure that it hasn't been originated from a port different than its return path.

C. IGMP snooping is used to filter ping requests and results to avoid overflowing the MAC address table of the switch.

D. IGMP snooping allows a Layer-2 switch to limit the transmission of multicast frames to only the ports that have members of the relevant IGMP group.

Answer: D

NEW QUESTION 81
Refer to the exhibit.
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CIP Implicit messages from I/O#1 are being marked IP DSCP 47 by the endpoint and this
marking is trusted by L2SW4. L2SW4 is configured to map DSCP 47 to output queue 1 threshold 1. You have received feedback that some of these messages are

not being received. Executing the show mls interface GigabitEthernet statistics command on L2SW4 results in:

L2SW4# show mils interface GigabitEthernet 1/1 statistics
<output omitted>

output queues dropped:

queue: threshold1 threshold2 threshold3 queue 00 0 0
queue 1 309232345 450 0

queue 2300100

queue 39100

Repeating this command results in the counters incrementing for queue 1 threshold 1. What are two options for reducing the packet loss on this interface while

preserving the end-to-end DSCP marking? (Choose two)

A. Configure I/O#1 to mark this traffic with a different DSCP that is mapped to a less congested queue

B. Increase the buffer allocation for input queue 1
C. Increase the buffer allocation for output queue 1
D. Alter the service policy to police to a higher CIR

E. Change the egress queue map on L2SW4 to map this traffic to a less congested queue

Answer: CE

NEW QUESTION 84
How are I/O timeout and Safety I/O timeout calculated?

A. An I/O connection will timeout based on the lower of 4x RPI or 100m
B. Safety I/O timeout is calculated as 4xRPI.
C. An I/O connection will timeout based on the lower of 3x RPI or 100m
D. Safety I/O timeout is calculated as 3xRPI.
E. An I/O connection will timeout based on the lower of 4x RPI or 150m
F. Safety I/Otimeout is calculated as 2xRPI.
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G. An I/O connection will timeout based on the lower of 3x RPI or 150m
H. Safety I/O timeout is calculated as 3xRPI.

Answer: A

NEW QUESTION 88

Refer to the exhibit.
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An expansion project added an E-Tap and Device Level Ring to interface FastEthernetl/1 of L2SW1. The administrator has looked at the logs of L2SW1 and
found that FastEthernet1/1 was in an error-disabled state.Using command line access on L2SW1, the administrator issued the following commands in

configuration mode:

L2SW1(config)# interface FastEthernet 1/1 L2SW1(config-if)# shutdown L2SW1(config-if)# no shutdown

The administrator checked the logs of L2SW1 and found the following:

Mar 30 02:23:17.588: %PM-4-ERR_DISABLE: bpduguard error detected on Fal/1, putting Fal/l in err-disable state
The administrator checked the software configuration of the switch port and found the following:

interface FastEthernetl/1 switchport access vlan 310 switchport mode access speed 100

duplex full no mdix auto

spanning-tree portfast
spanning-tree bpduguard enable
Why has the port gone error-disabled?

A. interface FastEthernetl/1 is configured as an access port on the wrong VLAN.

B. There is a duplex mismatch between interface FastEthernetl/1 and the E-Tap.

C. The E-Tap is not configured as a ring supervisor causing a loop on interface FastEthernet1/1.
D. The E-Tap is configured at 10Mbps and the switch port is configured at 100Mbps.

E. Automatic MDI Crossover detection is disabled.

Answer: C

NEW QUESTION 90
Your controller has a high performance EtherNet/IP interface with port speed of >30,000 packets per second and 80% spare capacity. A new PowerFlex 753 drive
will be added to the system with an RPI of 2ms and has been connected to a switch; you have been asked to set up the switch port. You open the EDS file and

see that the drive will support 16 CIP connections and has transmit and receive capacity of 1,000 control packets per second.
What do you set as the storm control pps threshold limit for the port?

A. 16

B. 1,000
C. 2,500
D. 25,000

Answer: C

NEW QUESTION 92

Refer to the exhibit.
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Which three options are needed to configure NAT on router GW so PC1 and PC2 will be able to ping 203.0.113.1? (Choose three)

A. interface EthernetO ip nat insideinterface Ethernetl ip nat outside

B. ip access-list standard ACL_NAT permit 10.1.1.0 0.0.0.255

C. ip nat inside source static tcp 10.1.1.0 80 interface Ethernetl 80

D. interface EthernetO ip nat outside interface Ethernetl ip nat inside

E. ip nat inside source list ACL_NAT interface Ethernetl overload

F. ip access-list extended ACL_NAT permit tcp 10.1.1.0 0.0.0.255 any eq 80

Answer: ABE

NEW QUESTION 93
Which of the following correctly pairs the dotted decimal subnet mask with the correct number of binary bits that represent the subnet mask?

A. 255.255.255.192 and /25
B. 255.255.255.248 and /28
C. 255.255.255.224 and /26
D. 255.255.255.248 and /27
E. 255.255.255.240 and /28
F. 255.255.255.240 and /16

Answer: E

NEW QUESTION 98
AP CAPWAP control traffic should be isolated from wireless client traffic. Which scenario represents the correct configuration to support the SSIDs of this controller-
based access point in FlexConnect local switching mode?

A. [MISSING]
B. [MISSING]
C. [MISSING]
D. [MISSING]

Answer: C

NEW QUESTION 102
To ensure ProfiNET Layer 2 Class-of-Service markings from ProfiNET devices are trusted by the switch, which command must be entered on the interface
attached to the device?

A. switch(config-ifyj#mls qos trust cos
B. switch(config-if)#qos trust cos
C. switch(config-if)y#profinet cos trust
D. switch(config-if)#trust qos cos

Answer: A

NEW QUESTION 104

Which option best describes the ProfiNET Discovery and Configuration Protocol (DCP)?

A. Can be used to override both static and dynamically (DHCP/BOOTP) assigned IP addresses
B. Cannot be used to reset a device to factory defaults

C. Is only supported in Conformance Class B and C devices

D. Uses the ProfiNET-IRT communication class

Answer: A

NEW QUESTION 108
Refer to the exhibit.
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L3SW1 has a spanning-tree priority of 8192 set on VLANs 1, 300, and 301, and these VLANSs are configured on and trunked between all switches. Executing the
command show spanning-tree blockedports on L2SWS5 results in:
L2SW5# show spanning-tree blockedports Name Blocked Interfaces List

VLANO0O0O1 Gi1/1 VLANO0300 Gi1/1 VLANO0301 Gi1/1

An additional VLAN, VLAN302, is defined on all switches and trunked between them. VLAN302 access ports are set up on each of the switches and PLC#1, I/O#1,
and the PanelView are attached. You expect the new VLAN to be listed as blocked on interface GigabitEthernet1/1 of L2SWS5 but it is not. The three new devices
are able to communicate with each other.

After executing the same command on all switches you see this output on L2SW4: L2SW4# show spanning-tree blockedports

Name Blocked Interfaces List

VLANO0O001 Gi1/2

VLANO300 Gil/2 VLAN0301 Gil/2
Why is VLAN302 forwarding on L2SWS5 interface GigabitEthernet 1/1 and L2SW4 interface GigabitEthernet 1/1 and 1/27?

A. VLAN3O02 is not configured in the VLAN database on L2SW5

B. VLANS3O02 is not in the allowed list on the L2SWS5 interface GigabitEthernetl/1 trunk
C. L2SW4 is the spanning tree root for VLAN 302

D. The FO3 fiber-optic cable between L2SW4 and L2SWS5 is damaged

Answer: C

NEW QUESTION 111
If the Link Fault alarm is connected to the minor relay and the FCS Bit Error Rate alarm is connected to the major relay, which commands will create an alarm
profile called GigE with the alarms correctly mapped to the minor and major relays?

A. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 4Switch(config-alarm-prof)#relay major 4Switch(config-alarm-prof)#relay minor 1
B. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 3Switch(config-alarm-prof)#relay major 3Switch(config-alarm-prof)#relay minor 1
C. Switch(config)#alarm profile GIgE Switch(config-alarm-prof)#alarm 1 3Switch(config-alarm-prof)#relay major 1Switch(config-alarm-prof)#relay minor 3
D. Switch(config)#alarm profile GigE Switch(config-alarm-prof)#alarm 1 4Switch(config-alarm-prof)#relay major 1Switch(config-alarm-prof)#relay minor 4

Answer: A

NEW QUESTION 114

Which statement is correct regarding Media Redundancy Protocol (MRP) in a ring of ProfiNET devices?
A. When a link fault is detected, MRP rings must converge in less than 100 milliseconds

B. MRP defines two device roles, Media Redundancy Master and Media Redundancy Client

C. MRP can support rings of up to 250 devices

D. MRP is only supported on network switches

Answer: B

NEW QUESTION 116
Refer to the exhibit.
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AB_ETHIP-192\192.168.1.2 1756-EN2TR/B Configuration e
| General | Port Configuration | Advanced Port Configuration | Netwodk |
Network Topology: Ring Advanced...
Network Status: Ring Faul
Active Ring Supervisor: 192.168.1.2
Aclive Supenvisor 0
Precedence:
V| Enable Ring Supervisor
Ring Fauls Detected: 6 | Reset Counter |
Supervisor Status: Active
Ring Fault
Last Active Node on Port 1: 192.168.1.3
Last Active Node on Port 2 152.168.1.4
| Verfy Faut Location |
Status:  Ring Faut
Refresh communication

[ ok [ Cace || 2oy |[  Heb

. ation,

&5 Linx Gateways, Ethernet
[#-25 AB_ETH-1, Ethernet

[ &% AB_ETHIP-10_39, Ethernet
[#-2% AB_ETHIP-172, Ethernet

SfF ] AB_ETHIP-192, Ethernet

K 192.168.1.10, 1783-ETAP, 1783-ETAP/A

i1l 192.168.1.101, 1783-BMS20CGN Stratix 5700, 1783-BMS20CGN Stratix 5700
. f] 192168111, 1783-ETAP, 1783-ETAP/A
#- f 1921681.2, 1756-EN2TR, 1756-EN2TR/B
- fJ 192.168.1.3, 1756-EN2TR, 1756-EN2TR/B
- H 192.168.1.4, 1732E-1B16M12SOEDR 16 DC In M12, 1732€E-1816M12SOEDR 16 DC In M12
| g 192.168.1.9, 1734-AENTR/B EtherlNet Adapter, 1734-AENTR/B Ethernet Adapter
£ AB_VBP-1, 1789-A17/A Virtual Chassis

Network Faceplates have not been installed on the HMI and so you need to map a network based on information available from RSLinx. Which most accurately
represents the network configuration?

A. [MISSING]
B. [MISSING]
C. [MISSING]
D. [MISSING]

Answer: B

NEW QUESTION 119

Which in-depth approach is used when deploying defense in an industrial zone?

A. Besides using a dedicated firewall / DMZ construction use an 10S based firewall on the WAN router connecting the industrial site to the Internet.

B. Use NTP to make sure that time stamps of log messages are synchronized such that you can do root cause analysis.

C. Deploy an IDS solution with knowledge about industrial protocols in the industrial zone in combination with a firewall.

D. Use multiple firewalls from different vendors in such a way that network traffic will have to traverse both firewalls so that security holes of one firewall is caught
by the other firewall.

Answer: C

NEW QUESTION 124
Refer to the exhibit.
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A new device, PanelView, has been added to the network. See the table for device details:

All devices are able to ping their default gateway and all other devices except PanelView. PanelView can only ping its default gateway.

After the administrator has done some investigation they have discovered the following information:
L3SW1# show run interface

interface Vlanl no ip address shutdown

|

interface Vlan191

ip address 10.10.27.125 255.255.255.192

ip helper-address 165.28.96.96

ip helper-address 165.28.32.235 no ip redirects

standby 191 ip 10.10.27.126

standby 191 priority 120

standby 191 preempt delay minimum 90 no ip route-cache
|

interface VIan398

ip vrf forwarding mosaic

ip address 10.15.153.203 255.255.255.0

ip helper-address 10.15.154.252

ip helper-address 10.1.0.252

standby 98 ip 10.15.153.202

standby 98 priority 120

standby 98 preempt delay minimum 90

|

interface VIan399

ip vrf forwarding mosaic

ip address 10.15.154.203 255.255.255.0

ip helper-address 10.1.0.252

ip helper-address 10.1.1.252

standby 99 ip 10.15.154.254

standby 99 priority 120

standby 99 preempt delay minimum 90

|

L3SW1# show ip route connected

10.0.0.0/8 is variably subnetted, 1149 subnets, 17 masks C 10.10.27.64/26 is directly connected, Vlan191
C 10.10.31.254/32 is directly connected, Loopbackl

What is preventing PanelView from pinging the other endpoints in the network?

A. Routing isn't enabled on L3SW1 for SVI 398 and SVI 399

B. SVI 191 is in a different routing instance than SVI 398 and SVI 399

C. Firewalll is blocking pings from PanelView to the other endpoints

D. An access list on L3SW1 is blocking pings from PanelView to the other endpoints

Answer: B

NEW QUESTION 129
Refer to the exhibit.
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You are required to implement traffic segmentation in the network. See the table for relevant device details:

L2SW4, L2SW5, and L2SW6 are connected to L3SW1 with 802.1Q trunks with VLAN 191 and VLAN 398 allowed on the trunk.
You have the following information from L3SW1.

L3SW1# show run interfaces

interface Vlanl no ip address shutdown

|

interface Vlan2

ip address 10.2.2.2 255.255.255.248

|

interface Vlan191

ip address 10.10.27.126 255.255.255.192

|

interface VIan200

ip address 10.20.20.1 255.255.255.248

|

interface VIan398

ip address 10.15.153.1 255.255.255.0

L3SW1# show ip route

*** Qutput Omitted ***

10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks C 10.2.2.1/29 is directly connected, Vlan2

C 10.10.27.64/26 is directly connected, Vlan191 C 10.15.153.0/24 is directly connected, VIan398 C 10.20.20.0/29 is directly connected, VIan200 S
10.200.200.0/24 [1/0] via 10.20.20.2

S*0.0.0.0/0 [1/0] via 10.2.2.1

You are required to implement a configuration that will meet the following connectivity requirements:

» The Administrator's Station must have full access to PanelView

* PanelView should have limited access, based on specific TCP ports, to PLC#1 and 1/0#1

» The Administrator's Station should have no access to PLC#1 and 1/0#1

* PLC#1 and I/O#1 should be able to communicate with each other on any port Which action will allow you to meet the connectivity requirements?

A. Put interface VLAN 191 and interface VLAN 398 into different Virtual Routing and Forwarding (VRF) instances on L3SW1

B. Deploy an inbound ACL on interface VLAN 191 to control the traffic from the Administrator's Station and PanelView to PLC#1 and 1/0#1
C. No change is required, the traffic is already limited appropriately by the VLAN segmentation

D. Implement an ACL on Firewalll to control the traffic flow between VLAN 191 and VLAN 398

Answer: B

NEW QUESTION 133
When troubleshooting a high packet loss condition in the network, the inspection area has an assessed M.I.C.E. value of M=1, |1=1, C=3 and E=1. Which condition
could be suspect?

A. Use of shielded Patch Cables, Bonded on one end only.
B. Use of unshielded Patch Cables.

C. Broken seal on bulkhead connector.

D. Oxidation on Shielded RJ45 Patch Plug
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Answer: D

NEW QUESTION 137

A cookie cutter machine requires 2 standard controllers and a safety controller. All of these controllers and machine level I/O have been placed on VLAN 104. The
safety controller must monitor an emergency stop connected to an 1/0O adapter on an adjacent machine (VLAN 105). Which packet type will be used?

A. UDP Multicast TTL=1
B. UDP Multicast TTL = 2
C. UDP Unicast
D. TCP Unicast

Answer: C

NEW QUESTION 141
Refer to the exhibit.
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Which values are correct for AP 2 to allow for efficient roaming?

A. Channel 6, SSID Sittingduck, BSSID 00:0a:0b:0c:0d:0e
B. Channel 1, SSID Sittingduck, BSSID 00:01:02:03:04:05
C. Channel 1, SSID Sittingduck, BSSID 00:0a:0b:0c:0d:0e
D. Channel 6, SSID Sittingduck, BSSID 00:01:02:03:04:05

Answer: A

NEW QUESTION 144
You have reached the limit of IPv4 IGMP groups available on a Cisco IE 3000 switch that

was deployed using the Express Setup. Which CLI command will increase the number of available IPv4 IGMP groups and multicast routes from 256 to 1000 on

this switch?

A. switch(config)#sdm prefer routing

B. switch(config)#sdm prefer vlan igmp
C. switch(config)#sdm prefer routing igmp
D. switch(config)#sdm prefer vlian

Answer: A

NEW QUESTION 146
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