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NEW QUESTION 1
You have recently purchased a new wireless router. You would like to configure a name for your wireless network so that you can easily identify it when scanning
available wireless networks.
Which term describes this wireless network device name?

A. Default gateway
B. Wireless access point (AP)
C. Access Point Identifier (API)
D. Service Set Identifier (SSID)

Answer: D

NEW QUESTION 2
Which term describes the practice of actively collecting wireless networking data from companies and individuals?

A. War driving
B. Spear phishing
C. Dictionary attack
D. Social engineering

Answer: A

NEW QUESTION 3
Virtualization software transforms the hardware resources of a physical computer to create a fully functional virtual computer that can run its own operating
systems and applications. In addition to the CPU and RAM, which hardware resources are used by virtualization software?

A. Hard disk and USB devices
B. Hard disk and network devices
C. Virtual hard disk and network devices
D. Network devices and secondary storage devices

Answer: B

NEW QUESTION 4
Disaster recovery planning is considered a best practice for all organizations. It is even more important when cloud-computing services are used. Which of the
following should be included as part of a disaster recovery plan for companies that use cloud-based services?

A. Company organizational chart
B. Malware and anti-virus software updates
C. Service-level agreement with a cloud-provider
D. Inventory of services not dependent on the cloud provider

Answer: C

NEW QUESTION 5
Henry is the network manager at XYY Corporation, a large manufacturing company that competes in the global market. The company’s computing environment is
extremely complex and includes several proprietary software systems, all of which require custom configuration of network devices to operate correctly. The
company’s executive management team believes that they can benefit by switching the company over to any cloud-based service. Henry disagrees.
What is a disadvantage of cloud-based services that Henry can cite to support his position?

A. Cloud-based services provide no maintenance or support.
B. Cloud-based services are typically more costly than in-house solutions.
C. The company must typically purchase additional servers to support connections to these types of cloud-based service providers.
D. Cloud-based services are typically more limited in offerings and configurations than the company currently supports in-house.

Answer: D

NEW QUESTION 6
What is the distinguishing difference between a LAN and WAN?

A. A LAN is a group of networked computers within a confined geographic area.
B. A WAN is a group of networked computers within a confined geographic area.
C. A LAN typically provides slower network connection speeds than a WAN.
D. A WAN is commonly used for intra-office communication.

Answer: A

NEW QUESTION 7
Which type of attack involves the installation of malicious code on personal computers or servers that redirects Internet traffic from a legitimate Web site to an
identical-looking but malicious imposter Web site?

A. Pharming
B. Spoofing
C. Phishing
D. Replay
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Answer: A

NEW QUESTION 8
A friend has called you about a possible computer problem because her computer is acting strangely. Sounds play unexpectedly, the monitor turns off suddenly,
the hard-drive light flashes constantly, the computer sometimes reboots itself without warning. When you inspect your friend’s system, you notice that several
ports are open. Which of the following is most likely the cause of these symptoms?

A. The computer has been infected with a polymorphic virus.
B. The computer is experiencing a denial-of-service attack.
C. The computer has been infected with an illicit server.
D. The computer has been infected by a worm.

Answer: C

NEW QUESTION 9
Sam is a professor at a small college. Due to a scheduling conflict, he was unable to obtain access to the computer lab to give the final exam. As an alternative, he
asked students to bring their own devices (BYOD) and connect to the college’s Wi-Fi for network access. What security risk is associated with this
implementation?

A. Inability for students to share files
B. Inability for students to back up user files
C. Student devices sending unsecured data
D. Student devices being more susceptible to malware

Answer: C

NEW QUESTION 10
What should be your first step when troubleshooting a network connection that uses a cable modem?

A. Ping the proxy server.
B. Ping the default gateway.
C. Ping local devices using their DNS names.
D. Ping local devices using their IP addresses.

Answer: D

NEW QUESTION 10
Jose is experiencing performance problems with his notebook computer that he purchased a year ago. Upon discussing this issue with him, you learn that he has
never deleted any temporary files since owning the device. What can Jose do to fix this problem most efficiently?

A. Reformat his hard drive.
B. Use the Windows chkdsk utility.
C. Use the Windows Disk Cleanup utility.
D. Back up his computer and delete the active partition.

Answer: C

NEW QUESTION 14
Three hardware devices need to communicate with the CPU simultaneously. Which of the following will each device need to issue?

A. DMA request
B. CON request
C. Interrupt request (IRQ)
D. Input/output request (I/O)

Answer: C

NEW QUESTION 18
What does the following represent?
2E22:4F00:000E:00D0:A267:97FF:FE6B:FE34

A. A MAC address
B. AnIPv4address
C. An IPv6 address
D. An IP diagnostic loopback address

Answer: C

NEW QUESTION 19
Wireless networks are subject to more security issues than standard wired networks. Which wireless security protocol can prevent unauthorized devices from
connecting to the wireless network?

A. WPA2
B. RSA
C. AES
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D. DES

Answer: A

NEW QUESTION 24
Which type of attack is a form of social engineering in which an attacker attempts to steal personal or confidential information by sending e-mail that lures
unsuspecting victims to log in to an authentic-looking but imposter Web site?

A. Replay
B. Phishing
C. Spoofing
D. Pharming

Answer: B

NEW QUESTION 29
Selena has run out of memory on her phone’s SD card. She has decided to store the files she has accumulated on a third-party cloud service provider’s drives.
Which of the following is a typical issue that she may encounter?

A. The files become corrupted due to an attack from a hacker botnet.
B. The files become unavailable whenever Internet connectivity is lost.
C. The files become unavailable because they are being shared with other users.
D. The files become corrupted because the provider uses a proprietary compression algorithm during transit.

Answer: B

NEW QUESTION 34
Which of the following statementabout virtualization is true?

A. Virtualization enables multiple physical computers to run off of a single virtualized server.
B. In virtualization, you run multiple virtual machines, provided they all use the same operating system.
C. In virtualization, the operating systems of the virtual machines should match the host operating system.
D. Virtualization enables you to run multiple operating systems and applications on a single computer.

Answer: D

NEW QUESTION 39
Mobile computing has become a common necessity for both personal and business transactions. Which device has features similar to a smartphone but usually
does not have telephone capabilities?

A. Portable media player
B. Netbook
C. Laptop
D. Tablet

Answer: D

NEW QUESTION 42
......
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