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NEW QUESTION 1
Click the Exhibit button.

userfhoscé show securicy idp
idp-policy base-policy |
rulebase-ips |
rule R1 |
macch |
from-zone TIust;!
source-address any;
to-ZONe untrustc;
destination-address any:
application defaulc;
attacks |
predefined-accack-groups HITP-Cricical;

}

then |
action {
mark-diffserv |
102
}

}
Referring to the security policy shown in the exhibit, which two actions will happen as the packet is processed? (Choose two.)

A. It passes unmatched traffic after modifying the DSCP priority.
B. It marks and passes matched traffic with a high DSCP priority.
C. It marks and passes matched traffic with a low DSCP priority.
D. It passes unmatched traffic without modifying DSCP priority.

Answer: BD

NEW QUESTION 2
Click the Exhibit button.

[edit security utm]

userfhostcé show

custom-objects |
url-pattern |

L

allow {

value “useridexample.com”;
} '
reject {

value “userfexample.com”;
}

}
feature-profile |
anti-spam {
address-whitelist allow;
address-blacklist rejecrt;

sbl |
profile AS |
sbl-default-server;
spam-action block:
ustom-tag-sctring SPAM;
}
}

Referring to the exhibit, which statement is true?

A. E-mails from the user@example.com address are marked with SPAM in the subject line by the spam block list server.
B. E-mails from the user@example.com address are blocked by the spam list server.

C. E-mails from the user@example.com address are blocked by the reject blacklist.

D. E-mails from the user@example.com address are allowed by the allow whitelist.

Answer: D
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NEW QUESTION 3

Your manager has identified that employees are spending too much time posting on a social media site. You are asked to block user from posting on this site, but

they should still be able to access any other site on the Internet.
In this scenario, which AppSecure feature will accomplish this task?

A. AppQoS
B. AppTrack
C. APpFW
D. APBR

Answer: C

NEW QUESTION 4
Click the Exhibit button.

Mordor J Hosts

Host 192.168.1.159 &

Host Name: 192.168.1.159

o]
Host Status: (& High threat level, recommend blocking host and investigating further O

Irrvestigation Status:

Open o

Paolicy override for this host

Use configured policy (ncluded in infected hosts feed) L

Referring to the exhibit, the host has been automatically blocked from communicating on the network because a malicious file was downloaded. You cleaned the

infected host and changed the investigation status to Resolved — Fixed.
What does Sky ATP do if the host then attempts to download a malicious file that would result in a threat score of 10?

A. Sky ATP does not log the connection attempt and an SRX Series device does not allow the host to communicate on the network.

B. Sky ATP logs the connection attempt and an SRX Series device does not allow the host to communicate on the network.
C. Sky ATP logs the connection attempt and an SRX Series device allows the host to communicate on the network.
D. Sky ATP does not log the connection attempt and an SRX Series device allows the host to communicate on the network.

Answer: C

NEW QUESTION 5

You have implemented APBR on your SRX Series device and are verifying that your changes are working properly. You notice that when you start the application

for the first time, it does not follow the expected path.
What are two reasons that would cause this behavior? (Choose two.)

A. The application system cache does not have an entry for the first session.

B. The application system cache has been disabled.

C. The application system cache already has an entry for this application.

D. The advanced policy-based routing is applied to the ingress zone and must be moved to the egress zone.
Answer: AB

NEW QUESTION 6
Click the Exhibit button.

The Leader of IT Certification

visit - https://www.certleader.com



CertLeader-m 100% Valid and Newest Version jn0-634 Questions & Answers shared by Certleader

Toader of IT Cortifications https://www.certleader.com/jn0-634-dumps.html (65 Q&AS)

[edit]
user@host$# show security policies from-zone internet to-zone dmz
policy dmz-poll |

match {
scurce-address any;
destination-address any;
application any;

}
then {
permitc
application-services {
idp:
}
}
log |
session-close;
}
}
}
[edit]

userfhost$ show securicy idp
idp-policy idp-poll |
rulebase-ips |

rile rl
match {
atcacks
predefined-attack-groups “HITP ARll":
}
}
then |
action |
ignore-connection;
}
}
}
rule r2
match {
attacks {
predefined-attack-groups "DNS All";
}
}
then |

actio
close-zerver;

}

ip-action |
ip-notify:

}

Referring to the configuration shown in the exhibit, which statement explains why traffic matching the IDP signature DNS:OVERFLOW:TOO-LONG-TCP-MSG is
not being stopped by the SRX Series device?

A. The security policy dmz-poll has an action of permit.
B. The IDP policy idp-poll is not configured as active.
C. The IDP rule r2 has an ip-action value of notify.

D. The IDP rule rl has an action of ignore-connection.

Answer: B

NEW QUESTION 7
Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are part of a high available chassis cluster and

are configured for IPS. There has been a node failover.
In this scenario, which two statements are true? (Choose two.)

A. The IP action table is synchronized between the chassis cluster nodes.

B. Cached SSL session ID information for existing sessions is not synchronized between nodes.
C. The IP action table is not synchronized between the chassis cluster nodes.

D. Cached SSL session ID information for existing session is synchronized between nodes.
Answer: CD

NEW QUESTION 8
What is the correct application mapping sequence when a user goes to Facebook for the first time through an SRX Series device?
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A. first packet > process packet > check application system cache > classify application > process packet > match and identify application

B. first packet > check application system cache > process packet > classify application > match and identify application
C. first packet > check application system cache > classify application > process packet > match and identify application
D. first packet > process packet > check application system cache > classify application > match and identify application

Answer: D

NEW QUESTION 9

You want to review AppTrack statistics to determine the characteristics of the traffic being monitored.
Which operational mode command would accomplish this task on an SRX Series device?

A. show services application-identification statistics applications
B. show services application-identification application detail

C. show security application-tracking counters
D. show services security-intelligence statistics

Answer: A

NEW QUESTION 10

Which Junos security feature is used for signature-based attack prevention?

A. RADIUS
B. AppQoS
C.IPS
D. PIM

Answer: C

NEW QUESTION 10
Click the Exhibit button.

userfhost> show security application-firewall rule-set all

Bule-set: demo-track
Fule: web-appli

ing_1
cations

Dynamic Applications: juncos:CHN

Dynamic Application Groups:
junos:web:advertisments, Jjunos:soclial-networking:applications,

junos:web:file-sharing, juncs:web:applications,

SSL-Encryp

tion: no

Action:permit

Number of
Humber of
Default rule:permit
HNumber of
Number of
Number of sesszions w

Referring to the exhibit, which two statements are true? (Choose two.)

A. The application firewall rule is not inspecting encrypted traffic.

segsions matched: 13205

sessions redirected:

sessions matched: 132056
sesszions redirected: 0O
ith appid pending: 9

B. There are two rules configured in the rule set.

C. The rule set uses application definitions from the predefined library.
D. The configured rule set matches most analyzed applications.

Answer: AC

NEW QUESTION 13

What are three types of content that are filtered by the Junos UTM feature set? (Choose three.)

A. IMAP
B. HTTP
C.SIP
D. SSL
E. FTP

Answer: ABE

NEW QUESTION 17
Click the Exhibit button.
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userfhost# show interfaces

ge-0/0/0 |
unitc 0 |
family inet |
dhcp-client;
}
}
1
ge-0/0/1 |
unitc 0 {
family inet |
address 192.168.161.154/24;
1
1
}
ge-0/0/2 [
unit 0 §
family ethernet-awitching {
vian |
members vlo;
}
}
1
1
ge-0/0/3 |
unit 0 {
family ethernet-switching |
vian |
members v10;
}
}
}
1
fxpl |
unit 0 {
family inet |
dhcp-client;
1
1
}

userfhosc$ show security zoness
security-zone trust {
tcp-rst;
host-inbound-traffic |
aystem—-services |
all;

1
protocols |
all;
}
}

interfaces |

—_— AT .

You have enabled mixed mode on an SRX Series device. You are unable to commit the configuration shown in the exhibit.
What is the problem in this scenario?

A. A Layer 3 interface has not been configured on VLAN v10.

B. The trust zone cannot contain both Layer 2 and Layer 3 interfaces.

C. STP is not enabled under the host-inbound-traffic system services hierarchy on the trust and protected security zones.
D. An IRB interface has not been configured.

Answer: B

NEW QUESTION 18

Which browser is supported by Security Director with Logging and Reporting?
A. Firefox

B. Agora

C. PowerBrowser

D. Mosaic

Answer: A

NEW QUESTION 19

You are creating an IPS policy with multiple rules. You want traffic that matches rule 5 to silently be dropped, along with any future packets that match the

appropriate attributes of the incoming traffic.
In this scenario, which ip-action parameter should you use?

A. ip-block
B. ip-close
C. log-create
D. timeout

Answer: A
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NEW QUESTION 22
Using content filtering on an SRX Series device, which three types of HTTP content are able to be blocked? (Choose three.)

A. PDF files

B. ZIP files

C. Java applets
D. Active X

E. Flash

Answer: BCD

NEW QUESTION 25
A customer has recently deployed a next-generation firewall, sandboxing software, cloud access security brokers (CASB), and endpoint protection.
In this scenario, which tool would provide the customer with additional attack prevention?

A. Junos Space Cross Provisioning Platform
B. Contrail

C. Security Director Policy Enforcer

D. Network Director Inventory Manager

Answer: C

NEW QUESTION 26
To which three UTM components would the custom-objects parameter apply? (Choose three.)

A. Sky ATP

B. antispam

C. content filtering
D. antivirus

E. Web filtering

Answer: BCE

NEW QUESTION 31
You need to add all of the sites in the domain example.com to urllist2. You decide to use wildcards to account for any changes made to the domain in the future.
In this scenario, which two commands would you use to meet this requirement? (Choose two.)

A. set custom-objects url-pattern urllist2 value http://*.example.com
B. set custom-objects url-pattern urllist2 value http://*example.com
C. set custom-objects url-pattern urllist2 value http://*.example.???
D. set custom-objects url-pattern urllist2 value http://*.example.*

Answer: AC

NEW QUESTION 33
Click the Exhibit button.

user@host > show 3srvices ussr-identification authentication-table
authenticaticn—-source active-dirsctory

Domain: example

Total enteries: 1

Source IP Username groups (Ref by policy) state
192.168.50.8 userl grpl Initial

Which statement explains the current state value of the command output shown in the exhibit?

A. A valid response was received from a domain PC probe, and the user is a valid domain user programmed in the PFE.

B. An invalid response was received from a domain PC probe, and the user is an invalid domain user.

C. A probe event generated an entry in the authentication table, but no probe response has been received from the domain PC.

D. The user-to-address mapping was successfully read from the domain controller event logs, and an entry was added to the authentication table witch currently
resides on the Routing Engine.

Answer: A

NEW QUESTION 36
Click the Exhibit button.
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userfhost show security idp-policy my-policy rulebase-ips

rule 1 {
match {
attacks |
custom-attacks my-signature;
}
I
then {
action |
no—-action;
}
I
terminal;
I
rule 2 |
match |
attacks |
custom—attacks my-signature;
I
1
then |
action |
ignore—-connecticon;
I
1
I
rule 3 |
match {
attacks |
custom-attacks my-signature;
}
I
then {
action |
drop-packet:;
}
I
}
rule 4 |
match |
attacks |
custom—attacks my-signature:
}
}
then {
action |
cloge-client-and-server;

}
1

You have recently committed the IPS policy shown in the exhibit. When evaluating the expected behavior, you notice that you have a session that matches all of

the rules in your IPS policy.
In this scenario, which action would be taken?

A. ignore-connection

B. drop packet

C. no-action

D. close-client-and-server

Answer: C

NEW QUESTION 38

Which feature of Sky ATP is deployed with Software-Defined Secure Networks?
A. zero-day threat mitigation

B. software image snapshot support

C. device inventory management

D. service redundancy daemon configuration support

Answer: A

NEW QUESTION 40

Your network includes SRX Series devices at the headquarters location. The SRX Series devices at this location are part of a high availability chassis cluster and

are configured for IPS. There has been a node failover.
In this scenario, which statement is true?

A. Existing sessions continue to be processed by IPS because of table synchronization.
B. Existing sessions are no longer processed by IPS and become firewall sessions.

C. Existing session continue to be processed by IPS as long as GRES is configured.

D. Existing sessions are dropped and must be reestablished so IPS processing can occur.

Answer: A

NEW QUESTION 43
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What is a function of UTM?

A. AppFW

B. IPsec

C. content filtering
D. bridge mode

Answer: C

NEW QUESTION 44
What is the required when deploying a log collector in Junos Space?

A. root user access to the log collector

B. a shared log file directory on the log collector

C. the IP address of interface ethl on the log collector
D. a distributed deployment of the log collector nodes

Answer: A

NEW QUESTION 45
Click the Exhibit button.

<12>1 2016-02-18T01:32:50.391Z utm-srx550-b RI_UIM - WEBFILIER_URL_BLOCKED
[junos@2636.1.1.1.2.86 source-address="192.0.2.3" source-port="3205&"
destinacion-address="198.51.100.2" destination-port="E80" category="catl”
reason="BY BLACK LIST" profile="ufl” url="www.example.com” obj="/"
username="H/A" roles="N/A] WebFilter: ACTION="URL Blocked"™ 192.0.2.3(3205¢)-
>196.51.100.2 (80) CATEGORY="catl” REASOM="BY BLACK LIST" PROFILE="ufl”
URL=www.example.com OBJ=/ username N/& roles N/A

A customer submits a service ticket complaining that access to http://www.example.com/ has been blocked.
Referring to the log message shown in the exhibit, why was access blocked?

A. All illegal source port was utilized.

B. The URI matched a profile entry.

C. The user/role permissions were exceeded.
D. There was a website category infraction.

Answer: B

NEW QUESTION 46
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