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NEW QUESTION 1
Which Linux user is used by vsftpd to perform file system operations for anonymous FTP users?

A. The Linux user which runs the vsftpd process
B. The Linux user that owns the root FTP directory served by vsftpd
C. The Linux user with the same user name that was used to anonymously log into the FTP server
D. The Linux user root, but vsftpd grants access to anonymous users only to globally read-/writeable files
E. The Linux user specified in the configuration option ftp_username

Answer: E

NEW QUESTION 2
The content of which local file has to be transmitted to a remote SSH server in order to be able to log into the remote server using SSH keys?

A. ~/.ssh/authorized_keys
B. ~/.ssh/config
C. ~/.ssh/id_rsa.pub
D. ~/.ssh/id_rsa
E. ~./ssh/known_hosts

Answer: A

NEW QUESTION 3
Which of the following Samba services handles the membership of a file server in an Active Directory domain?

A. winbindd
B. nmbd
C. msadd
D. admemb
E. samba

Answer: E

NEW QUESTION 4
Performing a DNS lookup with dig results in this

A. There is no . after linuserv.example.net in the PTR record in the forward lookup zone file
B. There is no . after linuserv in the PTR record in the forward lookup zone file
C. There is no . after linuserv.example.net in the PTR record in the reverse lookup zone file
D. The . in the NS definition in the reverse lookup zone has to be removed

Answer: C

NEW QUESTION 5
What option for BIND is required in the global options to disable recursive queries on the DNS server by default?

A. allow-recursive-query ( none; );
B. allow-recursive-query off;
C. recursion { disabled; };
D. recursion { none; };
E. recursion no;
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Answer: E

NEW QUESTION 6
Which of the following DNS records could be a glue record?

A. ns1.labA198.51.100.53
B. labNS198.51.100.53
C. ns1.labNS198.51.100.53
D. ns1.A198.51.100.53
E. ns1.labGLUE198.51.100.53

Answer: A

NEW QUESTION 7
Which BIND option should be used to limit the IP addresses from which slave name servers may connect?

A. allow-zone-transfer
B. allow-transfer
C. allow-secondary
D. allow-slaves
E. allow-queries

Answer: B

NEW QUESTION 8
CORRECT TEXT
What configuration directive of the Apache HTTPD server defines where log files are stored? (Specify ONE of the directives without any other options.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
ErrorLog

NEW QUESTION 9
In response to a certificate signing request, a certification authority sent a web server certificate along with the certificate of an intermediate certification authority
that signed the web server certificate. What should be done with the intermediate certificate in order to use the web server certificate with Apache HTTPD?

A. The intermediate certificate should be merged with the web server’s certificate into one file that is specified in SSLCertificateFile
B. The intermediate certificate should be used to verify the certificate before its deployment on the web server and can be deleted
C. The intermediate certificate should be stored in its own file which is referenced in SSLCaCertificateFile
D. The intermediate certificate should be improved into the certificate store of the web browser used to test the correct operation of the web server
E. The intermediate certificate should be archived and resent to the certification authority in order to request a renewal of the certificate

Answer: A

NEW QUESTION 10
When trying to reverse proxy a web server through Nginx, what keyword is missing from the following configuration sample?

A. remote_proxy
B. reverse_proxy
C. proxy_reverse
D. proxy_pass
E. forward_to

Answer: D

NEW QUESTION 10
How is the LDAP administrator account configured when the rootdn and rootpw directives are not present in the slapd.conf file?

A. The default account admin with the password admin are used
B. The account is defined by an ACL in slapd.conf
C. The default account admin is used without a password
D. The account is defined in the file /etc/ldap.secret
E. The account is defined in the file /etc/ldap.root.conf
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Answer: B

NEW QUESTION 11
Which of the following PAM modules allows the system administrator to use an arbitrary file containing a list of user and group names with restrictions on the
system resources available to them?

A. pam_filter
B. pam_limits
C. pam_listfile
D. pam_unix

Answer: B

NEW QUESTION 16
In a PAM configuration file, which of the following is true about the required control flag?

A. If the module returns success, no more modules of the same type will be invoked
B. The success of the module is needed for the module-type facility to succee
C. If it returns a failure, control is returned to the calling application
D. The success of the module is needed for the module-type facility to succee
E. However, all remaining modules of the same type will be invoked
F. The module is not critical and whether it returns success or failure is not important
G. If the module returns failure, no more modules of the same type will be invoked

Answer: C

NEW QUESTION 21
CORRECT TEXT
Which OpenLDAP client command can be used to change the password for an LDAP entry? (Specify ONLY the command without any path or parameters.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
ldappasswd

NEW QUESTION 24
It has been discovered that the company mail server is configured as an open relay. Which of the following actions would help prevent the mail server from being
used as an open relay while maintaining the possibility to receive company mails? (Choose two.)

A. Restrict Postfix to only accept e-mail for domains hosted on this server
B. Configure Dovecot to support IMAP connectivity
C. Configure netfilter to not permit port 25 traffic on the public network
D. Restrict Postfix to only relay outbound SMTP from the internal network
E. Upgrade the mailbox format from mbox to maildir

Answer: CD

NEW QUESTION 26
Which Postfix command can be used to rebuild all of the alias database files with a single invocation and without the need for any command line arguments?

A. makealiases
B. newaliases
C. postalias
D. postmapbuild

Answer: B

NEW QUESTION 28
Which of the following services belongs to NFSv4 and does not exist in NFSv3?

A. rpc.idmapd
B. rpc.statd
C. nfsd
D. rpc.mountd

Answer: A

NEW QUESTION 32
Which of the following actions synchronizes UNIX passwords with the Samba passwords when the encrypted Samba password is changed using smbpasswd?

A. There are no actions to accomplish this since is not possible.
B. Run netvamp regularly, to convert the passwords.
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C. Run winbind –sync, to synchronize the passwords.
D. Add unix password sync = yes to smb.conf
E. Add smb unix password = sync to smb.conf

Answer: D

NEW QUESTION 34
In order to join a file server to the Active Directory domain intra.example.com, the following smb.conf has been created:

The command net ads join raises an error and the server is not joined to the domain. What should be done to successfully join the domain?

A. Change server role to ad member server to join an Active Directory domain instead of an NT4 domain.
B. Add realm = intra.example.com to the smb.conf and change workgroup to the domain’s netbios workgroup name.
C. Manually create a machine account in the Active Directory domain and specify the machine account’s name with –U when starting net ads join.
D. Remove the winbind enum users and winbind enum groups since winbind is incompatible with Active Directory domains.
E. Remove all idmap configuration stanzas since the id mapping is defined globally in an Active Directory domain and cannot be changed on a member server.

Answer: E

NEW QUESTION 36
Select the Samba option below that should be used if the main intention is to setup a guest printer service?

A. security = cups
B. security = ldap
C. security = pam
D. security = share
E. security = printing

Answer: D

NEW QUESTION 41
The following Apache HTTPD configuration has been set up to create a virtual host available at www.example.com and www2.example.com:

Even though Apache HTTPD correctly processed the configuration file, requests to both names are not handled correctly. What should be changed in order to
ensure correct operations?

A. The configuration must be split into two VirtualHost sections since each virtual host may only haveone name.
B. The port mentioned in opening VirtualHost tag has to be appended to the ServerName declaration’s values.
C. Both virtual host names have to be placed as comma separated values in one ServerName declaration.
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D. Both virtual host names have to be mentioned in the opening VirtualHost tag.
E. Only one Server name declaration may exist, but additional names can be declared in ServerAlias options.

Answer: C

NEW QUESTION 43
Given the following Squid configuration excerpt: cache_dir ufs /var/spool/squid3/ 1024 16 256
Which of the following directories will exist directly within the directory /var/spool/squid3/? (Choose two.)

A. 0F
B. A0
C. 0b
D. FF
E. 00

Answer: AC

NEW QUESTION 47
Which of the following statements are true regarding Server Name Indication (SNI)? (Choose two.)

A. It supports transparent failover of TLS sessions from one web server to another.
B. It allows multiple SSL/TLS secured virtual HTTP hosts to coexist on the same IP address.
C. It enables HTTP servers to update the DNS of their virtual hosts’ names using the X 509 certificates of the virtual hosts.
D. It provides a list of available virtual hosts to the client during the TLS handshake.
E. It submits the host name of the requested URL during the TLS handshak

Answer: BE

NEW QUESTION 52
There is a restricted area in a site hosted by Apache HTTPD, which requires users to authenticate against the file /srv/www/security/sitepasswd.
Which command is used to CHANGE the password of existing users, without losing data, when Basic authentication is being used?

A. htpasswd –c /srv/www/security/sitepasswd user
B. htpasswd /srv/www/security/sitepasswd user
C. htpasswd –n /srv/www/security/sitepasswd user
D. htpasswd –D /srv/www/security/sitepasswd user

Answer: A

NEW QUESTION 55
With Nginx, which of the following directives is used to proxy requests to a FastCGI application?

A. fastcgi_pass
B. fastcgi_proxy
C. proxy_fastcgi
D. proxy_fastcgi_pass
E. fastcgi_forward

Answer: A

NEW QUESTION 58
For what purpose is TCP/IP stack fingerprinting used by nmap?

A. It is used to determine the remote operating system.
B. It is used to filter out responses from specific servers.
C. It is used to identify duplicate responses from the same remote server.
D. It is used to masquerade the responses of remote servers.
E. It is used to uniquely identify servers on the network for forensic

Answer: A

NEW QUESTION 59
CORRECT TEXT
What option in the sshd configuration file instructs sshd to permit only specific user names to log in to a system? (Specify ONLY the option name without any
values.)

A. Mastered
B. Not Mastered

Answer: A

Explanation: 
sshd_config

NEW QUESTION 63
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Using its standard configuration, how does fail2ban block offending SSH clients?

A. By rejecting connections due to its role as a proxy in front of SSHD.
B. By modifying and adjusting the SSHD configuration.
C. By creating and maintaining netfilter rules.
D. By creating null routes that drop any answer packets sent to the client.
E. By modifying and adjusting the TCP Wrapper configuration for SSH

Answer: B

NEW QUESTION 67
Which FTP names are recognized as anonymous users in vsftp when the option anonymous_enable is set to yes in the configuration files? (Choose two.)

A. anonymous
B. ftp
C. In the described configuration, any username which neither belongs to an existing user nor has another special meaning is treated as anonymous user.
D. nobody
E. guest

Answer: AB

NEW QUESTION 71
Which command is used to administer IPv6 netfilter rules?

A. iptables
B. iptablesv6
C. iptables6
D. ip6tables
E. ipv6tables

Answer: D

NEW QUESTION 72
A zone file contains the following lines:

and is included in the BIND configuration using this configuration stanza:

Which problem is contained in this configuration?

A. The zone statement is the BIND configuration must contain the cross-zone-data yes; statement.
B. The zone cannon contain records for a name which is outside the zone’s hierarchy.
C. The $ORIGIN declaration cannot be used in zone files that are included for a specific zone name in the BIND configuration.
D. An A record cannot contain an IPv4 address because its value is supposed to be a reverse DNS name.
E. Names of records in a zone file cannot be fully qualified domain name

Answer: C

NEW QUESTION 75
Which of the following DNS record types is used for reverse DNS queries?

A. CNAME
B. IN
C. PTR
D. REV
E. RIN

Answer: C

NEW QUESTION 79
CORRECT TEXT
Which doveadm sub-command displays a list of connections of Dovecot in the following format? (Specify ONLY the command without any parameters.)
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A. Mastered
B. Not Mastered

Answer: A

Explanation: 
who

NEW QUESTION 82
Which of the following statements allow the logical combinations of conditions in Sieve filters? (Choose two.)

A. allof
B. anyof
C. noneof
D. and
E. or

Answer: AE

NEW QUESTION 86
Which of the following is correct about this excerpt from an LDIF file?

A. dn is the domain name.
B. o is the operator name.
C. cn is the common name.
D. dn is the relative distinguished name.
E. DC is the delegation containe

Answer: D

NEW QUESTION 91
Which of the following statements is INCORRECT regarding the LDIF file format?

A. It contains a dn line that indicates where the attributes listed in the following lines of the file must be added.
B. In the file, a blank line separates one entry from another one.
C. If an attribute contains binary data, some specific configurations must be made for this entry.
D. The LDIF file accepts any type of file encodin

Answer: D

NEW QUESTION 94
Which of the following PAM modules sets and unsets environment variables?

A. pam_set
B. pam_shell
C. pam-vars
D. pam-env
E. pam_export

Answer: D

NEW QUESTION 99
Which of the following lines is valid in a configuration file in /etc/pam.d/?

A. authrequired pam_unix.sotry_first_pass nullok
B. authtry_first_pass nullok, require pam_unix.so
C. authrequired:pam_unix.so(try_first_pass nullok)
D. authpam_unix.so(required try_first_pass nullok)

Answer: A

NEW QUESTION 103
......
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